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OPINION

ALICE M. BATCHELDER, Circuit Judge. The United States National Security Agency
(“NSA”) appeals from the decision of the District Court for the Eastern District of Michigan that
granted summary judgment against the NSA and imposed a permanent injunction. The plaintiffs
are a collection of associations and individuals led by the American Civil Liberties Union, and they
cross-appeal. Because we cannot find that any of the plaintiffs have standing for any of their claims,
we must vacate the district court’s order and remand for dismissal of the entire action.

Sometime after the September 11, 2001, terrorist attacks, President Bush authorized the NSA
to begin a counter-terrorism operation that has come to be known as the Terrorist Surveillance
Program (“TSP”). Although the specifics remain undisclosed, it has been publicly acknowledged
that the TSP includes the interception (i.e., wiretapping), without warrants, of telephone and email
communications where one party to the communication is located outside the United States and the
NSA has “a reasonable basis to conclude that one party to the communication is a member of al
Qaeda, affiliated with al Qaeda, or amember of an organization affiliated with al Qaeda, or working
in support of al Qaeda.” See Press Briefing by Att’y Gen. Alberto Gonzales and Gen. Michael
Hayden, Principal Deputy Dir. for Nat’l Intelligence (Dec. 19, 2005), available at http [Iwww.
whitehouse.gov/news/releases/2005/12/print/20051219-1.html (Iast visited July 2, 2007)

! In Hepting v. AT&T Corp., the District Court for the Northern District of California collected and documented
certain publicly available information, which provides some background and context for the present case:

“The New York Times disclosed the [TSP] on December 16, 2005. (James Risen and Eric Lichthlau, Bush Lets U.S. Spy
on Callers Without Courts, The New York Times (Dec 16, 2005)). The following day, President George W Bush
confirmed the existence of a “terrorist surveillance program’ in his weekly radio address:

‘In the weeks following the [September 11, 2001] terrorist attacks on our Nation, | authorized the
National Security Agency, consistent with U.S. law and the Constitution, to intercept the international
communications of people with known links to Al Qaeda and related terrorist organizations. Before
we intercept these communications, the Government must have information that establishes a clear
link to these terrorist networks.’

“[Transcript] available at http://www.whitehouse.gov/news/releases/2005/12/print/20051217.html (last visited July 19,
2006). The President also described the mechanism by which the program is authorized and reviewed:

“The activities | authorized are reviewed approximately every 45 days. Each review is based on a
fresh intelligence assessment of terrorist threats to the continuity of our Government and the threat of
catastrophic damage to our homeland. During each assessment, previous activities under the
authorization are reviewed. The review includes approval by our Nation’s top legal officials,
including the Attorney General and the Counsel to the President. | have reauthorized this program
more than 30 times since the September the 11th attacks, and I intend to do so for as long as our
Nation faces a continuing threat from Al Qaeda and related groups.

“The NSA’s activities under this authorization are throughly reviewed by the Justice Department and
NSA’s top legal officials, including NSA’s General Counsel and Inspector General. Leaders in
Congress have been briefed more than a dozen times on this authorization and the activities conducted
under it. Intelligence officials involved in this activity also receive extensive training to ensure they
perform their duties consistent with the letter and intent of the authorization.’

“Id.

“Attorney General Alberto Gonzales subsequently confirmed that this program intercepts ‘contents of communications
where . . . one party to the communication Is outside the United States’ and the government has ‘a reasonable basis to
conclude that one party to the communication is a member of al Qaeda, affiliated with al Qaeda, or a member of an
organization affiliated with al Qaeda, or working in support of al Qaeda.” [Press Briefing] available at http://www.
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The plaintiffs in this action include journalists, academics, and lawyers who regularly
communicate with individuals located overseas, who the plaintiffs believe are the types of people
the NSA suspects of being al Qaeda terrorists, affiliates, or supporters, and are therefore likely to
be monitored under the TSP. From this suspicion, and the limited factual foundation in this case,
the plaintiffs allege that they have a “well founded belief” that their communications are being
tapped. According to the plaintiffs, the NSA’s operation of the TSP — and the possibility of
warrantless surveillance — subjects them to conditions that constitute an irreparable harm.

The plaintiffs filed suit in the Eastern District of Michigan, seeking a permanent injunction
against the NSA’s continuation of the TSP and a declaration that two particular aspects of the TSP
— warrantless wiretapping and data mining — violate the First and Fourth Amendments, the
Separation of Powers Doctrine, the Administrative Procedures Act (“APA”), Title 11l of the
Omnibus Crime Control and Safe Streets Act (“Title 111”"), and the Foreign Intelligence Surveillance
Act (“FISA™). Both sides moved for summary judgment. The district court dismissed the data
mining aspect of the plaintiffs’ claim, but granted judgment to the plaintiffs regarding the
warrantless wiretapping. See ACLU v. NSA 438 F. Supp. 2d 754, 782 (E.D. Mich. 2006).

The NSA had invoked the State Secrets Doctrine? to bar the discovery or admission of
evidence that would “expose [confidential] matters which, in the interest of national security, should
not be divulged.” See United States v. Reynolds, 345 U.S. 1, 10 (1953). The NSA argued that,
without the privileged information, none of the named plaintiffs could establish standing. The
district court applied the state secrets privilege, but rejected the NSA’s argument, holding instead
that three publicly acknowledged facts about the TSP — (1) it eavesdrops, (2) without warrants,
(3) on international telephone and email communications in which gt least one of the parties is a
suspected al Qaeda affiliate — were sufficient to establish standing.” Moreover, the district court

whitehouse.gov/news/releases/2005/12/print/20051219-1.html (last visited July 19, 2005). The Attorney General also
noted, ‘This [program] is not about wiretapping everyone. This is a very concentrated, very limited program focused
at gaining information about our enemy.” Id. at 5. The President has also made a public statement, of which the court
takes judicial notice, that the government’s ‘international activities strictly target al Qaeda and their known affiliates,’
‘the government does not listen to domestic phone calls without court approval’ and the government is ‘not mining or
trolling through the personal lives of millions of innocent Americans.” The White House, President Bush Discusses NSA
Surveillance Program (May 11, 2006), [available at] http://www.whitehouse.gov/news/releases/2006/05/
20060511-1.html (last visited July 19, 2005).”

Hepting v. AT&T Corp., 439 F. Supp. 2d 974, 986-87 (N.D. Cal. 2006) (certain citation forms altered).

2 The State Secrets Doctrine has two applications: arule of evidentiary privilege, see United States v. Reynolds,
345 U.S. 1, 10 (1953), and a rule of non-justiciability, see Tenet v. Doe, 544 U.S. 1, 9 (2005). The present case
implicates only the rule of state secrets evidentiary privilege. The rule of non-justiciability applies when the subject
matter of the lawsuit is itself a state secret, so the claim cannot survive. See id. (espionage contract); Weinberger v.
Catholic Action of Haw./Peace Educ. Project, 454 U.S. 139, 146-47 (1981) (storage of nuclear weapons); Totten v.
United States, 92 U.S. 105, 107 (1875) (espionage contract). If litigation would necessitate admission or disclosure of
even the existence of the secret, then the case is non-justiciable and must be dismissed on the pleadings. Because the
government has already acknowledged the existence of the warrantless wiretapping in this case, there is no risk of such
disclosure and the rule of non-justiciability does not apply. The alleged data mining, which has not been publicly
acknowledged, might fall within this rule. But, under the present analysis, a decision on this matter is unnecessary.

3 The plaintiffs have not challenged on appeal either the invocation or the grant of the state secrets privilege
and that issue is not before the court. At oral argument, Judge Gilman asked the plaintiffs’ counsel if the court should
remand for further fact-finding in support of standing. Counsel asserted that the plaintiffs’ injuries were clear and
undisputed in the record and there was no need to remand for a hearing or admission of additional evidence on this issue.
To be sure, the parties dispute the implications of the privilege (i.e., whether the publicly available information about
the TSP is sufficient to establish their claims), but it would not be appropriate to inquire, sua sponte, into the propriety
of the NSA’s invocation of the privilege, the district court’s grant of the privilege, or the scope of the privilege granted.

The government provided the district court an opportunity to review certain, secret documents, in camera and
under seal, as support for the invocation of the state secrets privilege. The government provided each member of this
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found these three facts sufficient to grant summary judgment to the plaintiffs on the merits of their
claims, resulting in a declaratory judgment and the imposition of an injunction. These three facts
constitute all the evidence in the record relating to the NSA’s conduct under the TSP.

In deciding the merits, the district court construed the Fourth Amendment as an absolute rule
that “requires prior warrants for any reasonable search,” ACLU v. NSA, 438 F. Supp. 2d at 775, and
announced that “searches conducted without prior approval by a judge or magistrate were per se
unreasonable,” id. at 771. Having found that the NSA was operating without warrants, the district
court concluded without further explanation that President Bush had “undisputedly violated the
Fourth [Amendment] . . . and accordingly ha[d] violated the First Amendment Rights of these
Plaintiffs as well.” Id. at 776. Proceeding from this conclusion, the court deemed the TSP
unconstitutional and issued an order enjoining its further operation entirely:

IT IS HEREBY ORDERED that Defendants [i.e., NSA], its agents,
employees, representatives, and any other persons or entities in active concert or
participation with Defendants, are permanently enjoined from directly or indirectly
utilizing the Terrorist Surveillance Program (hereinafter ‘TSP’) in any way,
including, but not limited to, conducting warrantless wiretaps of telephone and
internet communications, in contravention of the Foreign Intelligence Surveillance
Act (hereinafter ‘FISA’) and Title 11,

IT ISFURTHER ORDERED AND DECLARED that the TSP violates the
Separation of Powers doctrine, the Administrative Procedures Act, the First and
Fourth Amendments to the United States Constitution, the FISA and Title 111[.]

ACLU v. NSA, E.D. Mich. Dist. Court, No. 2:06-CV-10204, “Judgment and Permanent Injunction
Order” (Aug. 17, 2006). The NSA moved for a stay of the injunction pending appeal, which the
district court denied. Meanwhile, the NSA appealed, arguing that the plaintiffs lacked standing and
that the State Secrets Doctrine prevented adjudication on the merits. This court stayed the injlﬁnction
pending the outcome of this appeal. See ACLU v. NSA, 467 F.3d 590, 591 (6th Cir. 2006).

panel with an opportunity to review those same documents, also in camera and under seal, in order to provide a complete
district-court record on appeal. Finally, the government provided each member of this panel an opportunity to review,
in camera and under seal, certain additional, privileged documents as support for the government’s contention that the
appeal had been rendered moot. See fn. 4, infra. At the behest of the government, | reviewed these privileged
documents, but their contents — being privileged — are excluded from our consideration and | have not relied on any
of that information in this opinion. The state secrets privilege granted by the district court has been maintained on appeal
and this opinion is decided solely on the publicly available information that was admitted by the district court and made
a part of its record.

4 On January 10, 2007, “a Judge of the Foreign Intelligence Surveillance Court issued orders authorizing the
government to target for collection international communications into or out of the United States where there is probable
cause to believe that one of the communicants is a member or agent of al Qaeda or an associated terrorist organization.”
Letter from Att’y Gen. Alberto Gonzales to Chair. of the Comm. on the Judiciary Patrick Leahy (Jan. 17, 2007),
available at http://graphics8.nytimes.com/packages/pdf/politics/20060117gonzales_Letter.pdf (last visited July 2,
2007). According to a letter written by the Attorney General,“any electronic surveillance that was occurring as part of
the [TSP] will now be conducted subject to the approval of the Foreign Intelligence Surveillance Court.” Id. The NSA
filed a submission with this court, discussing the implication of the intervening FISA Court order and contending that
the case should be dismissed as moot. The plaintiffs filed a response, disputing any notion that this appeal had been
rendered moot by the FISA Court order. Based on the analysis presented herein, it is unnecessary to reach the issue of
intervening mootness. See Friends of the Earth, Inc. v. Laidlaw Envtl. Servs., Inc., 528 U.S. 167, 180 (2000).
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This appeal presents a number of serious issues, none of which can be addressed until a
determination is made that these plaintiffs have standing to litigate them. See Steel Co. v. Citizens
for a Better Env’t, 523 U.S. 83, 101 (1998) (stating that there is no “doctrine of hypothetical
jurisdiction”). “Every federal appellate court has a special obligation to satisfy itself not only of its
own jurisdiction, but also that of the lower courts in a cause under review, even [if] the parties are
prepared to concede it . . .. When the lower federal court lacks jurisdiction, we have jurisdiction
on appeal, not of the merits but merely for the purpose of correcting the error of the lower court in
entertaining the suit.” Id. at 95 (quotation marks, citations, and edits omitted).

Standing is an aspect of justiciability, Warth v. Selden, 422 U.S. 490, 498 (1975), and “a
plaintiff must demonstrate standing for each claim he seeks to press,” DaimlerChrysler Corp. v.
Cuno, 547 U.S. --, 126 S. Ct. 1854, 1867 (2006); accord Lac Vieux Desert Band of Lake Superior
Chippewa Indians v. Mich. Gaming Control Bd., 172 F.3d 397, 407 (6th Cir. 1999) (requiring proof
of standing for each individual claim). “[T]he standing inquiry requires careful judicial examination
of acomplaint’s allegations to ascertain whether the particular plaintiff is entitled to an adjudication
of the particular claims asserted.” Allen v. Wright, 468 U.S. 737, 752 (1984) (emphasis added).

The “particular plaintiffs” to this action are a diverse group of associations and individuals,
and it would require a rigorous undertaking to assure that each has standing to litigate. However,
for purposes of the asserted declaratory judgment — though not necessarily for the requested
injunction” — it is only necessary that one plaintiff has standing. See Bowsher v. Synar, 478 U.S.
714, 721 (1986) (deciging a challenge to the constitutionality of a statute because at least one
plaintiff had standing).” The injunction in this case is predicated on the declaratory judgment (i.e.,
a determination that the NSA’s conduct is unlawful), so it follows that if the plaintiffs lack standing
to litigate their declaratory judgment claim, they must also lack standing to pursue an injunction.
The question is whether any plaintiff has standing to litigate the declaratory judgment claim.

As for the “particular claims,” the plaintiffs have asserted six separate claims or causes of
action—three constitutional (First Amendrrgent, Fourth Amendment, and Separation of Powers) and
three statutory (APA, Title 111, and FISA)” — and the plaintiffs must establish that at least one

> On the merits of this appeal, this court is presented with a cascade of serious questions. Has the NSA violated
the United States Constitution — the First Amendment, the Fourth Amendment, or the Separation of Powers Doctrine?
Or, has the NSA violated federal statute — the APA, FISA, or Title 1117 If the NSA has violated a federal statute, is that
statute constitutional when applied to the NSA in this manner? If the NSA has violated either the Constitution or a valid
federal statute, is an injunction justified? And, if an injunction is justified, what is its proper scope? The district court
answered all of the questions in the affirmative and imposed an injunction of the broadest possible scope.

6 “[A] plaintiff must demonstrate standing separately for each form of relief sought.” Laidlaw, 528 U.S. at 185
(citing City of Los Angeles v. Lyons, 461 U.S. 95, 109 (1983) (notwithstanding that the plaintiff had standing to pursue
damages, he lacked standing to pursue injunctive relief)).

! After argument on this appeal, the plaintiffs filed a citation to supplemental authority, urging us to rely on the
Supreme Court’s recent decision in Massachusetts v. EPA, 549 U.S. -- | 127 S. Ct. 1438, 1453 (2007) (*Only one of the
petitioners needs to have standing to permit us to consider the petition for review.”). That case, however, offers no direct
legal support for the plaintiffs’ claim of standing because it involves a “petition for review,” a particular cause of action
under 42 U.S.C. § 7607(b)(1), see id. at 1451 n.16, which has no applicability in the present case.

8 The plaintiffs, in the plain language of their complaint, actually assert only one statutory cause of action,
predicated on the APA, 5 U.S.C. 8 702 (2000). They claim that the NSA violated the “substantive provisions” of FISA
and Title 111, and contend that this establishes standing for an APA cause of action even if they cannot establish standing
to litigate a cause of action under either FISA’s or Title I11’s civil suit provisions (i.e., under the relevant statutes).
Because the APA itself has no applicability in the present circumstances, see Section 1V.B.1, the plaintiffs’ references
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plaintiff has standing for each. See Bowsher, 478 U.S. at 721; Cuno, 126 S. Ct. at 1867. Because
a cause of action is intertwined with an injury, the injuries being alleged must be described as
precisely and unambiguously as possible. A particularized analysis is therefore necessary.

The conduct giving rise to the alleged injuries is undisputed: the NSA (1) eavesdrops,
(2) without warrants, (3) on international telephone and email communications in which at least one
of the parties is reasonably suspected of al Qaeda ties. The plaintiffs’ objection to this conduct is
also undisputed, and they demand that the NSA discontinue it. The plaintiffs do not contend — nor
could they — that the mere practice of wiretapping (i.e., eavesdropping) is, by itself,
unconstitutional, illegal, or even improper. Rather, the plaintiffs object to the NSA’s eavesdropping
without warrants, specifically FISA warrants with their associated limitations and minimization
requirements. See 50 U.S.C. 88 1804-06. According to the plaintiffs, it is the absence of these
warrants that renders the NSA’s conduct illegal and unconstitutional. But the plaintiffs do not —
and because of the State Secrets Doctrine cannot — produce any evidence that any of their own
communications have ever been intercepted by the NSA, under the TSP, or without warrants.
Instead, they assert a mere belief, which they contend is reasonable and which they label a “well
founded belief,” that: their overseas contacts are the types of people targeted by the NSA; the
plaintiffs are consequently subjected to the NSA’s eavesdropping; the eavesdropping leads the NSA
to discover (and possibly disclose) private or privileged information; and the mere possibility of
such discovery (or disclosure) has injured them in three particular ways.

Notably, the plaintiffs do not allege as injury that they personally, either as individuals or
associations, anticipate or fear any form of direct reprisal by the government (e.g., the NSA, the
Justice Department, the Department of Homeland Security, etc.), such as criminal prosecution,
deportation, administrative inquiry, civil litigation, or even public exposure. The injuries that these
plaintiffs allege are not so direct; they are more amorphous and necessitate a pointed description.

The plaintiffs’ primary alleged injury — the first of three — is their inability to communicatg
with their overseas contacts by telephone or email due to their self-governing ethical obligations.
Under this claim, the immediate injury results directly from the plaintiffs’ own actions and decisions,
based on (1) their subjective belief that the NSA might be intercepting their communications, and
(2) the ethical requirements governing such circumstances, as dictated by their respective
professional organizations or affiliations. Relying on the district court’s three facts, the plaintiffs
allege their “well founded belief” that the NSA is intercepting their communications with overseas
contacts, to the perceived detriment of those overseas contacts. The plaintiffs explain that they have
an ethical duty to keep their communications confidential, which, under the circumstances, requires
that they refrain f[gm communicating with the overseas contacts by telephone or email, lest they
violate that duty.™ The possibility that private communications may be revealed burdens the

to FISA and Title 111 are construed liberally in this opinion, as assertions of independent causes of action under each,
to consider whether the plaintiffs had standing to litigate their case despite the possible inartfulness of their pleading.

o This injury, as alleged, actually appears to implicate the Fifth or Sixth Amendments, see, e.g., United States
v. Robel, 389 U.S. 258, 270 (1967) (Brennan, J., concurring) (quoting Greene v. McElroy, 360 U.S. 474, 492 (1959))
(stating that “the right to hold specific private employment and to follow a chosen profession free from unreasonable
governmental interference comes within the ‘liberty’ and ‘property’ concepts of the Fifth Amendment”); Sinclair v.
Schriber, 916 F.2d 1109, 1112-13 (6th Cir. 1990) (describing “a violation of the Sixth Amendment right to counsel
ensuing from government surveillance”); Berlin Democratic Club v. Rumsfeld, 410 F. Supp. 144, 161-62 (D.D.C. 1976)
(considering an alleged violation of the Sixth Amendment due to “electronic surveillance of conversations between his
attorney and a consultant™), but the plaintiffs have not asserted these causes of action.

10 Some plaintiffs appear to describe this injury as an untenable choice, in which they must decide between their
“professional duty” (i.e., completing the job) and complying with their ethical duties. Even accepting, arguendo, that
these plaintiffs are bound by these duties, this description is incorrect. While these circumstances demand that the
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plaintiffs’ pursuit of their chosen professions or organizational objectives —i.e., in order to comply
with their ethical duties, the plaintiffs must refrain from communicating by telephone or email, and
are instead required either to travel overseas to meet with these contacts in person or else refrain
from communicating with them altogether. The injury manifests itself in both a quantifiable way
(as the added time and expense of traveling overseas) and a non-quantifiable way (as the incomplete
or substandard performance of their professional responsibilities and obligations). The plaintiffs
alleged this injury in their complaint and again on appeal, even though it went unaddressed by the
district court.

The second alleged injury — and the only one expressly addressed by the district court —
is the “chilling effect” on the overseas contacts” willingness to communicate with the plaintiffs by
telephone or email. Under this claim, the immediate injury results directly from the actions of the
overseas contacts who, the plaintiffs contend, fear that the NSA’s discovery of otherwise private or
privileged information (being communicated by telephone or email) will lead to some direct reprisal
by the United States government, their own governments, or others. This fear causes the overseas
contacts to refuse to communicate with the plaintiffs by telephone or email, and this refusal to
communicate burdens the plaintiffs in the performance of their jobs or other lawful objectives,
because, in order to pursue their chosen professions or organizational objectives, the plaintiffs must
travel overseas to meet with these contacts in person. This injury manifests itself as both an added
expense and an added burden.

The plaintiffs’ third alleged injury is the NSA’s violation of their legitimate expectation of
privacy in their overseas telephone and email communications. Under this claim, the immediate
injury comes directly from the actions of the NSA. The plaintiffs assert that the Fourth Amendment,
Title 111, and FISA limit the occasions and circumstances in which, and the manner by which, the
government can lawfully intercept overseas electronic communications, giving rise to a legitimate
expectation that their overseas communications will be intercepted only in accordance with these
limits. The plaintiffs conclude that, because the NSA has conducted foreign electronic surveillance
without obtaining FISA warrants (and presumably, without strict adherence to FISA’s minimization
requirements), the NSA has breached their legitimate expectation of privacy, thereby causing them
injury. The plaintiffs alleged a violation of their privacy rights_in their complaint, but the district
court did not mention it and they have not pressed it on appeal.

This third kind of injury, unlike the other two, is direct and personal; under this theory, the
NSA has directly invaded the plaintiffs” interest and proof of such invasion is all that is necessary
to establish standing. If, for instance, a plaintiff could demonstrate that her privacy had actually
been breached (i.e., that her communications had actually been Wiretapped)ﬁhen she would have
standing to assert a Fourth Amendment cause of action for breach of privacy.™ In the present case,
the plaintiffs concede that there is no single plaintiff who can show that he or she has actually been
wiretapped. Moreover, due to the State Secrets Doctrine, the proof needed either to make or negate

plaintiffs comply with both obligations, this dual compliance is “tenable”; compliance with both obligations will simply
be more costly, time consuming, and burdensome. The obligations are not conflicting or mutually exclusive. The

choice is actually between paying the cost of this dual compliance or not completing the job, and therefore, the “injury”
is the added cost of completing the job, in compliance with the ethical duties, under the present circumstances.

1 Atoral argument, the plaintiffs’ counsel conceded that it would be unprecedented for a court to find standing
for a person to litigate a Fourth Amendment cause of action without any evidence that the defendant (i.e., government)
had actually subjected that particular person to an illegal search or seizure. The plaintiffs’ briefs are not to the contrary.

12 As will be discussed in Section IV.A.1, however, she could not — under this scenario — establish standing
to litigate a First Amendment cause of action. See Laird v. Tatum, 408 U.S. 1, 10 (1972) (holding that standing is not
satisfied “by a complainant who alleges that the exercise of his First Amendment rights is being chilled by the mere
existence, without more, of a governmental investigative and data-gathering activity”).
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such a showing is privileged, and therefore withheld from discovery or disclosure. See Tenenbaum
v. Simonini, 372 F.3d 776, 777 (6th Cir. 2004) (upholding dismissal because the defendants “cannot
defend their conduct . . . without revealing the privileged information [so] the state secrets doctrine
thus deprives [the d]efendants of a valid defense to the [plaintiff]s’ claims”). This injury is not
concrete or imminent under these circumstances, and this opinion focuses on the plaintiffs’ two other
alleged injuries.

One other issue demands attention, namely, that the plaintiffs’ failure to subject themselves
to actual harm does not, by itself, prevent a finding that they have standing — specifically, it does
not deprive them of the right to seek declaratory judgment. See 28 U.S.C. § 2201(a) (empowering
courts to “declare the rights and other legal relations of any interested party seeking such
declaration, whether or not further relief is or could be sought”). Implicit in each of the plaintiffs’
alleged injuries is the underlying possibility — which the plaintiffs label a “well founded belief” and
seek to treat as a probability or even a certainty — that the NSA is presently intercepting, or will
eventually intercept, communications to or from one or more of these particular plaintiffs, and that
such interception would be detrimental to the plaintiffs’ clients, sources, or overseas contacts. This
is the premise upon which the plaintiffs’ entire theory is built. But even though the plaintiffs’ beliefs
— based on their superior knowledge of their contacts’ activities — may be reasonable,™ the
alternative possibility remains that the NSA might not be intercepting, and might never actually
intercept, any communication by any of the plaintiffs named in this lawsuit.

A plaintiff’s refusal to engage in potentially harmful activities is the typical substance of a
declaratory judgment action and does not, by itself, preclude a finding that the plaintiff has standing.
See Medimmune, Inc. v. Genetech, Inc., 549 U.S. -- | 127 S. Ct. 764, 772-73 (2007). But it is
important to distinguish the two harms that surround a declaratory judgment action. The anticipated
harm that causes one to refrain from the activities may satisfy the “injury-in-fact” element of
standing if it is sufficiently imminent and concrete. For reasons that will be made clear in the
analysis, the other harm — the harm that results from refraining from the potentially harmful
activities — is another matter. In the present case, the plaintiffs anticipate that the NSA’s
interception of telephone and email communications might be detrimental to their overseas contacts,
and this perceived harm causes the plaintiffs to refrain from that communication (i.e., potentially
harmful activity). Because there is no evidence that any plaintiff’s communications have ever been
intercepted, and the state secrets privilege prevents discovery of such evidence, see Reynolds, 345
U.S. at 10, there is no proof that interception would be detrimental to the plaintiffs’ contacts, and
the anticipated harm is neither imminent nor concrete — it is hypothetical, conjectural, or
speculative. Therefore, this harm cannot satisfy the “injury in fact” requirement of standing.
Because the plaintiffs cannot avoid this shortcoming, they do not propose this harm — the harm that
causes their refusal to communicate — as an “injury” that warrants redress. Instead, they propose
the injuries that result from their refusal to communicate and those injuries do appear imminent and
concrete.

Thus, in crafting their declaratory judgment action, the plaintiffs have attempted
(unsuccessfully) to navigate the obstacles to stating a justiciable claim. By refraining from
communications (i.e., the potentially harmful conduct), the plaintiffs have negated any possibility
that the NSA will ever actually intercept their communications and thereby avoided the anticipated
harm — this is typical of declaratory judgment and perfectly permissible. See Medimmune, 127 S.
Ct. at 772-73. But, by proposing only injuries that result from this refusal to engage in
communications (e.g., the inability to conduct their professions without added burden and expense),

13 Note that a legal determination of objective reasonableness would require additional specific information
about the mechanics of the TSP, such as the number of communications being intercepted, the percentage of the total
that number represents, the actual selection and screening process, the actual retention, dissemination, and disclosure
policy, etc. This information is unavailable due to the State Secrets Doctrine. See Reynolds, 345 U.S. at 10.
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they attempt to supplant14 an insufficient, speculative injury with an injury that appears sufficiently
imminent and concrete, but is only incidental to the alleged wrong (i.e., the NSA’s conduct) — this
is atypical and, as will be discussed, impermissible.

Therefore, the injury that would support a declaratory judgment action (i.e., the anticipated
interception of communications resulting in harm to the contacts) is too speculative, and the injury
that is imminent and concrete (i.e., the burden on professional performance) does not support a
declaratory judgment action. This general proposition — the doctrine of standing — is explained
more fully in the sections of the analysis regarding each, individual cause of action.

By claiming six causes of action, the plaintiffs have actually engaged in a thinly veiled,
though perfectly acceptable, ruse. To call a spade a spade, the plaintiffs have only one claim,
namely, breach of privacy, based on a purported violation of the Fourth Amendment or FISA —i.e.,
the plaintiffs do not want the NSA listening to their phone calls or reading their emails. That is
really all therg is to it. On a straightforward reading, this claim does not implicate the First
Amendment.”> The problem with asserting only a breach-of-privacy claim is that, because the
plaintiffs cannot show that they have been or will be subjected to surv%illance personally, they
clearly cagnot establish standing under the Fourth Amendment or FISA.Y® The plaintiffs concede
as much."” Inan attempt to avoid this problem, the plaintiffs have recast their injuries as a matter
of free speech and association, characterized their claim as a violation of the First Amendment, and

14 To clarify: If the plaintiffs and their overseas contacts were to proceed with the telephone and email
communications, in disregard of the TSP (thereby incurring no additional cost, burden, or diminution of professional
performance), and none of their communications were ever actually intercepted by the NSA, then there would be no
injury to these plaintiffs due to the NSA’s conduct. Under this scenario, even if the NSA, unbeknownst to the plaintiffs,
did intercept a communication, there would be no tangible injury until the NSA disclosed the information (presumably
in a manner demonstrating a direct injury to the plaintiffs or their contacts). Therefore, it is only by refraining from the
communications that the plaintiffs can transmute a speculative future injury into an actual present injury.

15 See Gordon v. Warren Consol. Bd. of Educ., 706 F.2d 778, 781 n.3 (6th Cir. 1983) (explaining that
surveillance, which falls under the Fourth Amendment, “does not violate First Amendment rights, even though it may
be directed at communicative or associative activities”). The First Amendment protects public speech and the free
exchange of ideas, R.A.V. v. St. Paul, 505 U.S. 377, 382 (1992), while the Fourth Amendment protects citizens from
unwanted intrusion into their personal lives and effects, Katz v. United States, 389 U.S. 347, 361 (1967). Otherwise
stated, the First Amendment protects one’s right to associate and be heard, while the Fourth Amendment protects the
right to remain unheard. The First Amendment protects one’s posting of a sign in her front yard, while the Fourth
Amendment protects her hiding of the same sign in her basement.

16 See Section IV.A.2 (citing Rakas v. Illinois, 439 U.S. 128, 133-34 (1978) (“Fourth Amendment rights are
personal rights which, like some other constitutional rights, may not be vicariously asserted.”)) and Section IV.B.3
(citing H.R. Rep. No. 95-1283, at 66 (1978) (Report by the Permanent Select Comm. on Intel., in support of the proposed
FISA bill and amendments) (“[T]he term [aggrieved person] is intended to be coextensive [with], but no broader than,
those persons who have standing to raise claims under the Fourth Amendment with respect to electronic surveillance.”)).

17 Atoral argument, the plaintiffs” counsel conceded that it would be unprecedented for a court to find standing
for a person to litigate a Fourth Amendment cause of action without any evidence that the defendant (i.e., government)
had actually subjected that particular person to an illegal search or seizure. The plaintiffs’ briefs are not to the contrary.
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engaged the First Amendment’s relaxed rules on standing.18 This argument is not novel, but neither
is it frivolous; it warrants consideration, analysis, and an a full explanation by this court.

At this point, it becomes apparent that my analysis of whether the plaintiffs have standing
diverges at a fundamental level from that of the concurring and dissenting opinions. They each
employ asingle, broad, all-encompassing analysis, with which they attempt to account for all of the
plaintiffs’ alleged injuries, requested remedies, and legal claims. As much as | would prefer that
resolution of this question were so simple, | believe the law demands a particularized analysis of the
plaintiffs’ three alleged injuries, six asserted legal claims, and two requested forms of relief. See
Cuno, 126 S. Ct. at 1867 (“[A] plaintiff must demonstrate standing for each claim he seeks to
press.”); Laidlaw, 528 U.S. at 185 (“[A] plaintiff must demonstrate standing separately for each form
of relief sought.”). Therefore, | believe the complexity of this case calls for a far more specific and
comprehensive analysis than that offered by my colleagues.

A comprehensive analysis of all six claims in a single opinion, however, invites some
overlap of legal doctrine, precedent, and reasoning. Such overlap similarly invites ambiguity,
confusion, and misapplication. To avoid this pitfall, I define the plaintiffs’ alleged injuries precisely,
confine each cause of action to its own section, and take special care to ensure that | do not
improperly carry precedent or legal doctrine from one cause of action to another. The benefit of
precision will, 1 hope, outweigh any annoyance created by strict compartmentalization or
redundancy.

V.

The analytical approach to the determination of standing for constitutional claims differs
from the approach to statutory claims. See Sierra Club v. Morton, 405 U.S. 727, 731-32 (1972).

Whether a party has a sufficient stake in an otherwise justiciable controversy to
obtain judicial resolution of that controversy is what has traditionally been referred
to as the question of standing to sue. Where the party does not rely on any specific
statute authorizing invocation of the judicial process, the question of standing
depends upon whether the party has alleged such a personal stake in the outcome of
the controversy, as to ensure that the dispute sought to be adjudicated will be
presented in an adversary context and in a form historically viewed as capable of
judicial resolution. Where, however, Congress has authorized public officials to
perform certain functions according to law, and has provided by statute for judicial
review of those actions under certain circumstances, the inquiry as to standing must
begin with a determination of whether the statute in question authorizes review at the
behest of the plaintiff.

Id. (quotation marks and citations omitted). The Court clarified:

Congress may not confer jurisdiction on Art. 111 federal courts to render advisory
opinions, or to entertain “friendly’ suits, or to resolve “political questions,’ because
suits of this character are inconsistent with the judicial function under Art. 111. But
where a dispute is otherwise justiciable, the question whether the litigantis a ‘proper

18 See, e.¢., Eisenstadt v. Baird, 405 U.S. 438, 445 n.5 (1972) (“Indeed, in First Amendment cases we have
relaxed our rules of standing without regard to the relationship between the litigant and those whose rights he seeks to
assert precisely because application of those rules would have an intolerable, inhibitory effect on freedom of speech.”);
Metromedia, Inc. v. City of San Diego, 453 U.S. 490, 546-47 (1981) (“The most important exception to this standing
doctrine permits some litigants to challenge on First Amendment grounds laws that may validly be applied against them
but which may, because of their unnecessarily broad reach, inhibit the protected speech of third parties.”).
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party to request an adjudication of a particular issue,” is one within the power of
Congress to determine.

Id. at 732 n.3 (citations omitted).® Therefore, this analysis is separated into two sections —
constitutional claims and statutory claims — and, by happenstance, the six causes of action are
equally divided, with three in each section.

A. Constitutional Claims

“The irreducible constitutional minimum of standing contains three requirements”: “[1]
injury in fact, [2] causation, and [3] redressability.” Steel Co., 523 U.S. at 102-03 (citations and
footnotes omitted). “Injury in fact” is a harm suffered by the plaintiff that is “concrete and actual
or imminent, not conjectural or hypothetical.” Id. at 103 (quotation marks omitted) (citing Whitmore
v. Arkansas, 495 U.S. 149, 155 (1990)). “Causation” is “a fairly traceable connection between the
plaintiff’s injury and the complained-of conduct of the defendant.” Id. (citing Simon v. E. Ky.
Welfare Rights Org., 426 U.S. 26, 41-42 (1976)). “Redressability” is “a likelihood that the
requested relief will redress the alleged injury.” 1d. (citing Warth, 422 U.S. at 505). This
“irreducible constitutional minimum” applies to every claim sought to be litigated in federal court.

1. First Amendment

The plaintiffs allege that the NSA has, by conducting the warrantless wiretaps, violated the
free speech and free association clauses of the First Amendment. The district court assumed that
the plaintiffs had engaged in certain “protected expression,” apparently referring to the telephone
and email communications.  Although the plaintiffs’ painstaking efforts 19 keep these
communications confidential belies the contention that this case involves expression,” I nonetheless
assume this is a viable First Amendment cause of action. Standing to litigate this claim requires a
showing of three elements: (1) injury in fact, (2) causation, and (3) redressability. Steel Co., 523
U.S. at 102-03.

19 Sierra Club twice acknowledges that courts reach this analysis only where it is determined that the
controversy at issue is “otherwise justiciable.” Sierra Club, 405 U.S. at 731-32. Justiciability, of course, includes
numerous doctrines, including mootness, standing, the prohibition on advisory opinions, and the political question
doctrine. See Flast v. Cohen, 392 U.S. 83, 95 (1968). Sierra Club’s use of the term “otherwise justiciable” thus refers
to the doctrines of justiciability “other” than standing. Assuming that these other justiciability doctrines are satisfied,
Sierra Club distinguishes between standing analysis for statutory and non-statutory claims. For non-statutory claims,
which include the constitutional claims at issue here, Sierra Club requires the plaintiffs to show that they have a
“personal stake in the outcome of the controversy.” Sierra Club, 405 U.S. at 732. The Court used this “personal stake
in the outcome” language to define Article 111 standing prior to its adoption of the three-part test in Lujan v. Defenders
of Wildlife, 504 U.S. 555, 560 (1992). But the standing analysis is different for statutory claims. Sierra Club instructs
courts that “the inquiry as to standing must begin with a determination of whether the statute in question authorizes
review at the behest of the plaintiff.” Sierra Club, 405 U.S. at 732. This instruction to begin standing analysis with the
statutory language makes perfect sense in light of the well-established legal principle that “Congress may enact statutes
creating legal rights, the invasion of which creates standing, even though no injury would exist without the statute.”
Linda R.S. v. Richard D., 410 U.S. 614, 617 n.3 (1973); see also Simon v. E. Ky. Welfare Rights Org., 426 U.S. 26, 41
n.22 (1976), (recognizing “Congress’ power to create new interests the invasion of which will confer standing”). Thus
the analysis of whether the plaintiffs have standing to bring a statutory claim necessarily requires a determination of
whether the plaintiffs were injured under the relevant statute.

20 There s, in fact, a certain view that this is not a First Amendment issue at all. See Gordon v. Warren Consol.
Bd. of Educ., 706 F.2d 778, 781 n.3 (6th Cir. 1983) (noting that surveillance, which falls under the Fourth Amendment,
“does not violate First Amendment rights, even though it may be directed at communicative or associative activities”).
Ultimately, however, this distinction is a merits issue that | need not — and indeed cannot — address at this stage.
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Injury in Fact

“Art. Il requires the party who invokes the court’s authority to show that he personally has
suffered some actual or threatened injury as a result of the putatively illegal conduct of the
defendant.” Valley Forge Christian Coll. v. Ams. United for Sep. of Church & State, Inc., 454 U.S.
464, 472 (1982) (quotation marks omitted). “Allegations of a subjective “chill’ are not an adequate
substitute for a claim of specific present objective harm or a threat of specific future harm[.]” Laird
v. Tatum, 408 U.S. 1, 13-14 (1972). The Supreme Court’s “clear precedent requir[es] that the
allegations of future injury be particular and concrete.” Steel Co., 523 U.S. at 109.

The Supreme Court framed the questionin Laird, 408 U.S. at 10, as “whether the jurisdiction
of a federal court may be invoked by a complainant who alleges that the exercise of his First
Amendment rightst s being chilled by the mere existence, without more, of a governmental
investigative and data-gathering activity.” The Court held that its plaintiffs, subjects of secret
United States Army surveillance, may have suffered a “subjective chill,” but did not allege a
sufficiently concrete, actual, and imminent injury to entitle them to standing. 1d. at 15. Something
“molrg” v(\j/as necessary, and in a passage that is peculiarly applicable to the present case, the Court
explained:

In recent years [we have] found in a number of cases that constitutional violations
may arise from the deterrent, or “chilling,” effect of governmental regulations that
fall short of a direct prohibition against the exercise of First Amendment rights. In
none of these cases, however, did the chilling effect arise merely from the
individual’s knowledge that a governmental agency was engaged in certain activities
or from the individual’s concomitant fear that, armed with the fruits of those
activities, the agency might in the future take some other and additional action
detrimental to that individual. Rather, in each of these cases, the challenged exercise
of governmental power was regulatory, proscriptive, or compulsory in nature, and
the complainant was either presently or prospectively subject to the regulations,
proscriptions, or compulsions that he was challenging.

Id. at 11 (citations omitted; emphasis added); accord Sinclair, 916 F.2d at 1114-15 (finding
surveillance alone insufficient for standing); United Presb. Church v. Reagan, 738 F.2d 1375, 1380
(D.C. Cir. 1984) (finding no injury in fact because “no part of the challenged [surveillance] imposes
or even relates to any direct governmental constraint upon the plaintiffs”).

I cannot subscribe to a view that the reason the injury in Laird was insufficient was because
the plaintiffs alleged “only” chilled speech and that, by something “more,” the Laird Court meant
more subjective injury or other injuries that derive from the chilled speech. The plaintiffs in Laird
were political activists and the speech being chilled was political speech. Laird, 408 U.S. at 2. In
First Amendment jurisprudence, political speech is the most valued type of speech. See R.A.V. v.
City of St. Paul, 505 U.S. 377, 422 (1992) (Stevens, J., concurring) (“Our First Amendment
decisions have created a rough hierarchy in the constitutional protection of speech. Core political
speech occupies the highest, most protected position. . ..”). To say that there could be more injury
in other circumstances is to suggest that political speech is not valuable in and of itself and that no
consequences flow from the chilling of political speech if such consequences are not easily
articulable. Certain plaintiffs in the present case contend that the “professional injuries” that flow
from the chilling of their “professional” speech is enough to satisfy Laird’s requirement of
something “more.” Under such reasoning, if the Laird plaintiffs had alleged a chilling of some

21 Laird involved a First Amendment claim. | do not assert or imply that Laird’s holding, which I narrowly
construe as regarding only a subjective chill on First Amendment rights, extends to any other causes of action.
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commercial speech, they would have had standing because the lost sales would constitute easily
articulable injuries resulting from the chilling, which would — under this view — constitute
something “more.” This is nonsense, as it would effectively value commercial speech above
political speech and protect the former but not the latter. It is also at odds with the remainder of the
Laird opinion and First Amendment doctrine in general. Consequently, it is not the value of the
speech that determines the injury but the level of restraint, and “chilling” is not sufficient restraint
no matter how valuable the speech.

Therefore, to allege a sufficient injury under the First Amendment, a plaintiff must establish
that he or she is regulated, constrained, or compelled directly by the government’s actions, instead
of by his or her own subjective chill. Laird, 408 U.S. at 11; Reagan, 738 F.2d at 1378. The D.C.
Circuit’s decision in Reagan, 738 F.2d at 1380, involved a plaintiff’s First Amendment challenge
to alleged government surveillance. The Reagan court clarified why mere subjective chill deriving
from government surveillance is insufficient to establish a concrete injury, stating:

The harm of ‘chilling effect’ is to be distinguished from the immediate threat of
concrete, harmful action. The former consists of present deterrence [of the plaintiff,
by the government,] from First Amendment conduct because of the difficulty [that
plaintiff has in] determining the application of a [government practice] to that
conduct, and will not by itself support standing.

Id. ““Chilling effect’ is cited as the reason why the governmental imposition is invalid [under the
First Amendment] rather than as the harm which entitles the plaintiffs to challenge it.” Id. at 1378.
In an attempt to establish harm, the Reagan plaintiffs claimed that they were “especially likely to
be targets of the unlawful [surveillance] authorized by the order,” but the court explained:

Even if it were conceded that . . . the plaintiffs [were] at greater risk than the public
at large, that would still fall far short of the “genuine threat’ required to support this
theory of standing, as opposed to mere ‘speculative’ harm. It must be borne in mind
that this order does not direct intelligence-gathering activities against all persons
who could conceivably come within its scope, but merely authorizes them.

Id. at 1380 (citations omitted). The Reagan court therefore held that the plaintiffs failed to satisfy
the injury-in-fact requirement because they did not allege that “any direct governmental constraint”
was “threatened or even contemplated against them.” Id. The present case is no different.

The plaintiffs here contend that the NSA has inflicted First Amendment injury in two ways,
both of which prevent them from performing their jobs or pursuing other lawful objectives. The first
injury, which went unaddressed by the district court, involves the plaintiffs own unwillingness to
communicate with their overseas contacts by telephone or email. The plaintiffs fear that the NSA
may intercept their communications, and therefore, their ethical obligations require them to forgo
the communications in order to avoid interception. The injurious consequence of the NSA'’s
conduct, the plaintiffs contend, is that they must either suffer diminished performance in their jobs
for lack of communication, or else bear the cost of traveling overseas to meet with these contacts
in person.

Even accepting this as a good faith assertion and assuming the factual statements are true,
the plaintiffs’ first injury still involves two purely speculative fears: (1) that the NSA will actually
intercept the plaintiffs’ particular communications, and (2) that armed with the fruit of those
interceptions, the NSA will take action detrimental to the contacts. If, on the other hand, the
plaintiffs could be assured that the NSA would not intercept their communications, or, if interception
occurs, that no harm would befall the overseas contacts, then the NSA could continue the TSP
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wiretapping without harm to the plaintiffs.22 It is not the mere existence of the TSP, but the
possibility that the plaintiffs’ overseas contacts will be subjected to it, that ultimately results in the
alleged harm. Even assuming these fears are imminent rather than speculative, this is still a tenuous
basis for proving a concrete and actual injury. That is, even if it were certain that the NSA would
intercept these particular plaintiffs’ overseas communications, if the overseas contacts were
nonetheless willing to communicate with the plaintiffs by telephone or email in spite of the
impending interception, then it is doubtful that the plaintiffs (journalists, academics, lawyers, or
organizations), who have themselves alleged no personal fear of our government (or basis for fear
of our government), would still be unwilling or unable to communicate. The plaintiffs’
unwillingness comes not from any azr%ticipated harm to themselves, but from their apprehension for
and duty to their overseas contacts.

Moreover, even if their allegations are true, the plaintiffs still allege only a subjective
apprehension and a personal (self-imposed) unwillingness to communicate, which fall squarely
within Laird, 408 U.S. at 13-14. In fact, this injury is even less concrete, actual, or immediate than
the injury in Laird. In Laird, the Army was conducting “massive and comprehensive” surveillance
of civilians, secretly and (apparently) without warrants. The Laird plaintiffs alleged that the Army
surveillance program caused a chilling effect on their First Amendment rights in that they and others
were reluctant to associate or communicate for fear of reprisal, stemming from their fear that the
government would discover or had discovered them (and their activities) by way of the secret
surveillance. The harm alleged in the present case is no more substantial; the plaintiffs allege a
similar chilling effect on their First Amendment rights, in that they are bound by professional and
ethical obligations to refrain from communicating with their overseas contacts due to their fear that
the TSP surveillance will lead to discovery, exposure, and ultimately reprisal against those contacts
or others. But unlike the Laird plaintiffs, the plaintiffs here do not assert that they personally
anticipate or fear any direct reprisal by the United States government, or that the TSP data is being
widely circulated or misused. Indeed, the district court stated that, to date, no one has been exposed
or prosecuted based on information collected under the TSP. ACLU v. NSA, 438 F. Supp. 2d at 771.

The plaintiffs attempt to distinguish Laird. They first contend that they have alleged a
chilling of their own communications, whereas the Laird plaintiffs did not. But the Laird plaintiffs
alleged the same amount (or lack) of personalized surveillance as the present plaintiffs claim, and
both alleged a chilling of their own communications. Even if this distinction were accurate, it would
not alter Laird’s holding that federal courts lack jurisdiction over cases in which the plaintiff
“alleges that the exercise of his First Amendment rights is being chilled by the mere existence,
without more, of a governmental investigative and data-gathering activity.” Laird, 408 U.S. at 10.
The plaintiffs next argue that they have alleged a present injury, namely, an inability to engage in
the communication necessary to perform their professional duties, whereas the plaintiffs in Laird
alleged only a speculative future harm. But the injury alleged here is just as attenuated as the future

22 as discussed in Section 1, this scenario could result in a breach of the plaintiffs’ privacy under the Fourth
Amendment, but the present analysis concerns only the First Amendment cause of action. The Fourth Amendment, and
harms attributable to a defendant’s breach of its protections, necessitate a different analysis. See Section IV.A.2.

23 The plaintiffs who are lawyers take this argument one step further, alleging that their concerns render them
incapable of communicating with their clients and others, which their duty of zealous representation to these clients
demands. Because they assume with their “well founded belief” that their communications will be intercepted, they
assert that knowingly engaging in such communications would breach their duty to keep those communications
confidential. Therefore, they argue, their professionally imposed ethical obligations make the alleged effects more acute.
As a lawyer, | am certainly mindful of these concerns, but I cannot escape the fact that they are premised on the
plaintiffs’ duties to their clients, and not on a personal harm to themselves. A client, after all, can waive such
confidentiality, and if a fully informed overseas client who does not fear the NSA chooses to communicate with full
awareness that the NSA might be listening, then the lawyer would not breach any duty by engaging in such
communication.
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harm in Laird; the present injury derives solely from the fear of secret government surveillance, not
from some other form of direct government regulation, prescription, or compulsion. Id. at 11.
Finally, the plaintiffs argue that the Laird plaintiffs’ reactions to the surveillance were unreasonable
because there was no illegal conduct alleged in that case. Laird, however, did not discuss the
reasonableness of its plaintiffs’ response; it held that the mere subjective chill arising from the
government’s investigative activity — reasonable or not — is insufficient to establish First
Amendment standing. Id. at 15-16; see also Reagan, 738 F.2d at 1378 (rejecting an identical
attempt to distinguish Laird). 1 find these attempts to distinguish Laird unpersuasive.

The plaintiffs have directed us to several other decisions as support for their assertion that
their professional injuries constitute something “more” than subjective chill. See, e.g., Meese v.
Keene, 481 U.S. 465 (1987); Ozonoff v. Berzak, 744 F.2d 224 (1st Cir. 1984); Paton v. LaPrade, 524
F.2d 862 (3d Cir. 1975). I reiterate that the something “more” required by Laird is not merely more
subjective injury, but is the exercise of governmental power that is regulatory, proscriptive, or
compulsory in nature, and that directly regulates, proscribes, or compels the plaintiffs. And these
three cases involve plaintiffs who can show direct injury because the government did directly
regulate, order, or constrain them. These cases certainly do not help the present plaintiffs, who are
not subject to any direct government regulation, order, or constraint. Rather, to the extent the
plaintiffs claim that they are prevented, required, compelled, or coerced in their actions, it is due not
to any direct and immediate order or regulation by the government, but to circumstances stemming
from the plaintiffs’ own subjective apprehension that (1) their communications will be intercepted
by the NSA and (2) that interception will be detrimental to their overseas contacts. This is not a
concrete, actual, and imminent injury for purposes of establishing standing. See Laird, 408 U.S. at
11; Reagan, 738 F.2d at 1378-80.

In Meese v. Keene, 481 U.S. at 465, the plaintiff, Mr. Keene, a lawyer and a member of the
state legislature, wanted to exhibit certain films that a federal statute required be labeled as “political
propaganda.” Id. at 469-70. The Court found that the harm to Mr. Keene’s personal, political, and
professional reputation, that would result from his exhibiting films labeled “propaganda,” constituted
injury in fact. Id. at 472. It is evident from even a cursory reading of the case, however, that Mr.
Keene was subject to a regulatory statute that directly and expressly ordered the labeling of the
films in the manner that would cause the harm. 1d. at 472-74. The plaintiffs in the present case are
not regulated by the NSA’s operation of the TSP in any way, nor are they directly ordered to do or
refrain from doing anything. Meese offers no support for the plaintiffs’ position.

In Ozonoff v. Berzak, 744 F.2d at 224, the plaintiff, Dr. Ozonoff, sought employment with
the World Health Organization, and the government ordered him to submit to a loyalty investigation
as a condition of seeking the job. Id. at 225. The First Circuit found that this requirement created
a speech- and association-related qualification for the WHO job, which effectively punished Dr.
Ozonoff for joining certain organizations or expressing certain views. The court held that this
requirement created a concrete injury, satisfying the injury-in-fact element. 1d. at 229. In contrast,
the NSA’s operation of the TSP does not directly order or require the plaintiffs to do anything;
instead, it is the plaintiffs’ subjective apprehension (that the NSA might intercept their
communication) that compels, coerces, or motivates the plaintiffs to alter their behavior. As with
Meese, Ozonoff offers no support for the plaintiffs’ position under the present circumstances.

Finally, in Paton v. LaPrade, 524 F.2d at 862, Ms. Paton challenged the government’s
retention of an FBI file on her alleged involvement with the Socialist Workers Party because the
existence of that file “endanger[ed] her future educational and employment opportunities.” Id. at
868. The Third Circuit found a sufficiently concrete future injury deriving from the existence of that
file. 1d. Ms. Paton was not only subject to government regulation, she knew and could prove that
the government had intercepted her specific mail (not just mail of a like kind) and was maintaining
an FBI file on her particular activities (not just activities of a like kind). In stark contrast, the
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plaintiffs in the present case allege only their suspicion and fear (i.e., their “well founded belief”)
that their contacts are likely targets of the TSP or that their communications are likely to be
intercepted. As documented in the present record, the plaintiffs have not demonstrated and cannot
demonstrate that the NSA is monitoring their particular personal activities.

I find no basis — either factual or legal — upon which to distinguish Laird from the First
Amendment claim raised by the plaintiffs here, and | conclude that Laird controls this claim. But
let me reemphasize, just to be perfectly clear, that | do not contend that Laird controls this entire
case — it does not. Laird controls the First Amendment claim, based on the first type of injury. The
plaintiffs’ first alleged injury, arising from a personal subjective chill, is no more concrete, actual,
or imminent than the injury alleged in Laird. The injury in Laird was insufficient to establish
standing for a First Amendment cause of action; the plaintiffs’ first injury is less than or, at best,
equal to that in Laird; and the plaintiffs’ first injury is likewise insufficient to establish standing.

The plaintiffs’ second injury is the unwillingness of their overseas contacts, clients,
witnesses, and sources to communicate by telephone or email, due to their fear that the NSA will
intercept the communications. The district court, in its standing analysis, framed the issue this way:

The Plaintiffs in this case are not claiming simply that the [NSA]’s syz{veillance has
‘chilled’ them from making international calls to sources and clients.'* Rather, they
claim that Defendants’ surveillance has chilled their sources, clients, and potential
witnesses from communicating with them. The alleged effect on Plaintiffs is a
concrete, actual inability to communicate with witnesses, sources, clients and others
without great expense which has significantly crippled Plaintiffs, at a minimum, in
their ability to report the news and competently and effectively represent their
clients.

ACLU v. NSA, 438 F. Supp. 2d at 769 (emphasis added). Under this view, the plaintiffs claim thggl
their contacts have been chilled, which prevents them from communicating with these contacts.

In Presbyterian Church v. United States, 870 F.2d 518, 520 (9th Cir. 1989), the Ninth Circuit
considered a claim by plaintiff churches that “INS agents entered the churches wearing *body bugs’
and surreptitiously recorded church services” in violation of the First and Fourth Amendments. The
district court had dismissed the claims for lack of standing, based on the plaintiffs’ failure to show
injury in fact, opining that the protections of the First Amendment extend not to corporations but
to individuals, because “churches don’t go to heaven.” Id. at 521. On appeal, the Ninth Circuit
reversed, finding that the plaintiff churches had pled a sufficient injury:

When congregants are chilled from participating in worship activities [and] refuse
to attend church services because they fear the government is spying on them and
taping their every utterance, all as alleged in the complaint, we think a church suffers
organizational injury because its ability to carry out its ministries has been impaired.

24 In fact, the plaintiffs are claiming that the NSA’s surveillance (coupled with their own ethical obligations)
has chilled them from making international calls to sources and clients, as has been discussed throughout this opinion
thus far. The district court simply misunderstood the extent of the plaintiffs’ claims.

25, . . - . - e .

In finding an injury on this theory — the unwillingness of the plaintiffs” overseas contacts to communicate

due to their fear that the NSA is eavesdropping — the district court relied on affidavits submitted by several of the

individual plaintiffs. None of the overseas contacts provided an affidavit or testimony of their alleged fear; the theory

is based solely on the plaintiffs’ own testimony, which is self-serving and may be inadmissible as hearsay. Ultimately,

however, the questionable character of this evidence has no bearing on this injury-in-fact analysis, because the outcome
is the same even if | assume it to be true.
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Id. at 522 (emphasis added). The Ninth Circuit then distinguished Laird:

Although Laird establishes that a litigant’s allegation that it has suffered a subjective
‘chill’ does not necessarily confer Article 111 standing, Laird does not control this
case. The churches in this case are not claiming simply that the INS surveillance has
‘chilled” them from holding worship services. Rather, they claim that the INS
surveillance has chilled individual congregants from attending worship services, and
that this effect on the congregants has in turn interfered with the churches’ ability to
carry out their ministries. The alleged effect on the churches is not a mere subjective
chill on their worship activities; it is a concrete, demonstrable decrease in attendance
at those worship activities. The injury to the churches is “distinct and palpable.’
Laird has no application here.

Id. (citations omitted).

In one sense, the Ninth Circuit’s decision could be read as concluding that the churches
suffered injury based on the actions of third parties (i.e.,ggldividual parishioners) — a reading that
supports the plaintiffs’ arguments in favor of standing.”™ In another sense, however, the Ninth
Circuit’s decision may be confined to the unique idea of “organizational injury”; a church is, after
all, an organization comprising a congregation of parishioners, and these congregants are properly
viewed as intrinsic to the church organization, rather than as separate third parties. This reading of
Presbyterian Church would weaken its application to the present context because the overseas third-
party clients, contacts, and sources in this case are not affiliated with the plaintiffs in the same
intrinsic manner as are parishioners with a clgurch. None of the plaintiffs have alleged any
“organizational injury” in the present context.”

Having acknowledged these alternative interpretations of Presbyterian Church, it is
unnecessary to resolve that issue definitively on this record. Injury in fact is but one of the criteria
necessary to establish standing, and ultimately, it is not determinative of this case. Either of the
other two criteria — causation or redressability — might ultimately defeat the plaintiffs’ claim of
standing, even if the plaintiffs’ alleged injury is deemed adequate to state an injury in fact.

Causation

“[F]ederal plaintiffs must allege some threatened or actual injury resulting from the
putatively illegal action before a federal court may assume jurisdiction.” Simon, 426 U.S. at 41
(citations and footnotes omitted; emphasis added). “In other words, . . . a federal court [may] act
only to redress injury that fairly can be traced to the challenged action of the defendant, and not
injury that results from the independent action of some third party not before the court.” Id. at 41-
42 (emphasis added). Causation “depends considerably upon whether the plaintiff is himself an
object of the action . . . at issue.” Lujan v. Defenders of Wildlife, 504 U.S. 555, 561 (1992). When
causation hinges on independent third parties, the plaintiff has the burden of showing that the third

26 But see the discussion of the causation element in this First Amendment analysis, infra, regarding the
difficulties of obtaining standing based on the conduct of third-party actors.

2" The plaintiffs have not claimed membership in any overriding “organization” that would include the plaintiffs
and the overseas contacts. There has been no suggestion that the plaintiff journalists, academics, or lawyers are members
of al Qaeda, or that their overseas contacts — presumably suspected by the NSA of being al Qaeda operatives or
affiliates — are (or desire to be) members of some organization of American journalists, academics, or lawyers.

28 Certain plaintiffsare organizations (American Civil Liberties Union, Council on American Islamic Relations,
Greenpeace) and it is therefore possible that these plaintiffs, on a different record, might assert organizational injury.
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parties’ choices “have been or will be made in such a manner as to produce causation and permit
redressability of injury.” Id. at 562.

In the present case, the “putatively illegal action” is the NSA’s interception of overseas
communications without warrants (specifically FISA warrants), and the “threatened or actual injury”
is the added cost of in-person communication with the overseas contacts (or correspondingly, the
diminished performance resulting from the inability to communicate). Therefore, to show causation,
the plaintiffs must show that, but for the lack of warrants (or FISA compliance), they would not
incur this added cost. There are two causal pathways based on the two types of alleged injury. In
the first: (1) the NSA’s warrantless wiretapping, (2) creates in the plaintiffs a “well founded belief”
that their overseas telephone and email communications are being intercepted, which (3) requires
the plaintiffs to refrain from these communications (i.e., chills communication), and (4) compels the
plaintiffs to travel overseas to meet personally with these contacts in order to satisfy their
professional responsibilities, thereby (5) causing the plaintiffs to incur additional costs. In the
second: (1) the NSA’s warrantless wiretapping (2) causes the “well founded belief,” which (3)
compels the overseas contacts to refuse to communicate by telephone or email (i.e., chills
communication), thereby (4) requiring in-person communication, with its (5) associated additional
costs. The district court attempted to articulate this relationship: “All of the Plaintiffs contend that
the TSP has caused clients, witnesses and sources to discontinue their communications with
plaintiffs out of fear that their communications will be intercepted.” ACLU v. NSA, 438 F. Supp.
2d at 767 (footnote omitted). From this, the district court theorized: “Plaintiffs would be able to
continue using the telephone and email in the execution of their professional responsibilities if the
Defendants were not undisputedly and admittedly conducting warrantless wiretaps of
conversations.” Id. at 769. In considering these causal pathways, | question the second step
(whether the “well founded belief” is actually founded on the warrantless wiretapping) and refute
the third step (whether the unwillingness to communicate is actually caused by the warrantless
character of the wiretaps).

The underpinning of the second step is questionable. The plaintiffs allege that they have a
“well founded belief” that their overseas contacts are likely targets of the NSA and that their
conversations are being intercepted. The plaintiffs have no evidence, however, that the NSA has
actually intercepted (or will actually intercept) any of their conversations. No matter what the
plaintiffs and others might find “reasonable,” the evidence establishes only a possibility — not a
probability or certainty — that these calls might be intercepted, that the information might be
disclosed or disseminated, or that this might lead to some harm to the overseas contacts. While this
lack of evidence is not, by itself, enough to disprove causation, the absence of this evidence makes
the plaintiffs’ showing of causation less certain and the likelihood of causation more speculative.

The third step isunsupportable. In this step, the plajgtiffs allege, and the district court found,
that it is the absence of a warrant (and all that goes with it®") that has chilled the plaintiffs and their
overseas contacts from communicating by telephone or email. See ACLU v. NSA, 438 F. Supp. 2d
at 769 (“Plaintiffs would be able to continue using the telephone and email in the execution of their
professional responsibilities if the Defendants were not undisputedly and admittedly conducting

29 The well-known Fourth Amendment warrant requirement involves interjection of a neutral and detached
magistrate, demonstration of probable cause, and description of the things to be seized or the place to be searched. See
Dalia v. United States, 441 U.S. 238, 255 (1979); United States v. U.S. Dist. Ct. (Keith), 407 U.S. 297, 316 (1972). The
more obscure FISA warrant requirement involves a petition by a federal official, with the approval of the Attorney
General, 50 U.S.C. § 1804(a), to a special FISA Court, § 1803(a), for an order approving the electronic surveillance for
foreign intelligence purposes, § 1805, based upon “probable cause to believe that the target of the electronic surveillance
is a foreign power or the agent of a foreign power,” 8 1805(a)(3)(A). The FISA petition and order must include, among
other things, provisions to limit the duration, §§ 1805(a)(10), -(c)(1)(E), -(e), and content, §8§ 1804(a)(6), 1805(c)(1)(C),
1806(i), of the surveillance, and provisions to ensure the minimization of the acquisition, retention, and dissemination
of the information, §8§ 1804(a)(5), 1805(a)(4), -(c)(2(A), 1806, 1801(h).
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warrantless wiretaps of conversations.”). Thisallegation does not stand up under scrutiny, however,
and it is not clear whether the chill can fairly be traced to the absence of a warrant, or if the chill
would still exist without regard to the presence or absence of a warrant. The insufficiency of this
step leads to a breakdown in the causal pathway. See Simon, 426 U.S. at 42-43; Laird, 408 U.S. at
14 n.7 (*“Not only have respondents left somewhat unclear the precise connection between the mere
existence of the challenged system and their own alleged chill, but they have also cast considerable
doubt on whether they themselves are in fact suffering from any such chill.”).

A wiretap is always “secret” — that is its very purpose — and because of this secrecy,
neither the plaintiffs nor their overseas contacts would know, with or without a warrant, whether
their communications were being tapped. Therefore, the NSA’s secret possession of a warrant
would have no more effect on the subjective willingness or unwillingness of these parties to “freely
engage in conversations and correspond via email,” see ACLU v. NSA, 438 F. Supp. 2d at 770, than
would the secret absence of that warrant. The plaintiffs have neither asserted nor proven any basis
upon which to justifiably conclude that the mere absence of a warrant — rather than some other
reason, such as the prosecution of the War on Terror, in general, or the NSA’s targeting of
communications involving suspected al Qaeda terrorists, affiliates, and supporters, in particular —
is the cgluse of the plaintiffs’ (and their overseas contacts’) reluctance to communicate by telephone
or email.

The plaintiffs have argued that if the NSA were to conduct its surveillance in compliance
with FISA, they \é\(/)ould no longer feel compelled to cease their international telephone and email
communications.” But again, even if the NSA had (secretly) obtained FISA warrants for each of
the overseas contacts, who the plaintiffs themselves assert are likely to be monitored, the plaintiffs
would still not have known their communications were being intercepted, still faced the same fear
of harm to their contacts, still incurred the same self-imposed (or contact-imposed) burden on
communications and, therefore, still suffered the same alleged injury. The plaintiffs’ theory relies
on their contention that their ethical obligations require them to cease telephone or email
communications any time they believe the private or privileged information in those
communications might be discovered or disclosed to the detriment of their clients, sources, or
contacts. Assuming that this contention is true, it must also be true that this ethical obligation would
arise whenever, and continue so long as, the plaintiffs believe their contacts to be the types of people
likely to be monitored by the NSA.

The imposition of FISA requirements into this scenario would not change the likelihood that
these overseas contacts are the types of people who the plaintiffs believe would be monitored. Nor
would it change the plaintiffs’ “well founded belief” that the NSA is intercepting their
communications with these individuals, the plaintiffs’ ethical obligations, or the overseas contacts’
subjective fears. Even under the plaintiffs’ depiction, it would merely assure the plaintiffs and their
contacts that — while their international telephone and email communications with al Qaeda
affiliates are still just as likely to be intercepted — the NSA will obtain FISA Court orders, which
will presumably limit the duration and content of the acquisition and the use and dissemination of
the acquired information. The plaintiffs, however, have not asserted, explained, or proven how a
change in the duration or content of the NSA’s interceptions — purely hypothetical changes that are
unknown and unknowable based on the established record and the State Secrets Doctrine — would
alleviate their fears. Specifically, the plaintiffs have not proffered any types or topics of
communication, from which they are currently refraining, but about which — upon the imposition

30 FISA’s applicability (i.e., the plaintiffs’ standing to bring a cause of action under FISA) is addressed
separately in Section 1V.B.3, infra. The present discussion, which concerns only the plaintiffs’ assertion that their First
Amendment injuries are caused by the NSA’s failure to comply with FISA (or would be redressed by imposing FISA’s
requirements), assumes FISA’s applicability and does not address standing vis a vis a FISA cause of action.
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of FISA’s limitations and protections — they would thereafter “freely engage in conversations and
correspond[ence] via email.” See ACLU v. NSA, 438 F. Supp. 2d at 770.

Some plaintiffs (especially those who are lawyers) assert that the imposition of FISA
minimization — to limit the use and dissemination of the information acquired — would relieve
their fears sufficiently to satisfy their ethical obligations because it would ensure that those
communications would remain confidential and privileged in the event of a subsequent criminal
prosecution, removal proceeding, military tribunal, etc. Therefore, they argue, imposition of FISA
requirements would alter the type and content of their communications. This theory, however, is
predicated on the assumption that their current fears and apprehensions are justified — and there is
no support for this assumption. First, there is no evidence in the current record from which to
presume that the information collected by the NSA via warrantless wiretapping will be used or
disclosed for any purpose other than national security. Next, there is no evidence in the record from
which to presume that the NSA is not complying with, or even exceeding, FISA’s restrictions on the
acquisition, retention, use, or disclosure of this information (i.e., FISA’s minimization techniques).
Finally, there is no basis to presume that traditional post-hoc remedies, such as the Exclusionary
Rule or FISA’s civil suit provision, 50 U.S.C. § 1810, would not adequately deter the use or
dissemination of this information. Consequently, this disconnect in the plaintiffs’ theory is
unavoidable, and the plaintiffs’ injury is not fairly traceable to the mere absence of FISA
compliance.

Under the plaintiffs’ second form of injury (i.e., the refusal by the overseas contacts to
communicate by telephone or email), this third step in the causal pathway is further disrupted by the
independent decisions of the third-party overseas contacts. In Simon, the Supreme Court held that,
due to the independence of third-party actors, its plaintiffs could not prove a causal connection
between the defendant’s misconduct and the alleged injury:

The complaint here alleged only that [the government], by the adoption of Revenue
Ruling 69-545, had ‘encouraged’ [the third-party] hospitals to deny services to [the
indigent plaintiffs]. . . . [But, it] is purely speculative whether the denials of service
[i.e., the alleged harm] specified in the complaint fairly can be traced to [the
government’s] ‘encouragement’ or instead result from decisions made by the [third-
party] hospitals without regard to the tax implications [i.e., government conduct].

Simon, 462 U.S. at 42-43. In the present case, as in Simon, it is possible that the overseas contacts’
refusal to communicate with the plaintiffs has no relation to the putatively illegal government action
of wiretapping without FISA compliance. The mere fact that the United States government is
aggressively prosecuting a worldwide War on Terror — in which, by the plaintiffs’ own “well
founded belief,” these contacts are likely suspects — would appear sufficient to chill these overseas
contacts regardless of the absence of FISA protections. Notably, the record contains no testimony,
by affidavit or otherwise, from any of the overseas contacts themselves as to the cause of their
refusal to communicate; it contains only the plaintiffs’ self-serving assertions and affidavits.

The plaintiffs have not shown a sufficient causal connection between the complained-of
conduct (i.e., the absence of a warrant or FISA protection) and the alleged harm (i.e., the inability
to communicate). This inadequacy is further exemplified in the analysis of redressability.

Redressability

“Relief that does not remedy the injury suffered cannot bootstrap a plaintiff into federal
court; that is the very essence of the redressability requirement.” Steel Co., 523 U.S. at 107.
Redressability thus requires “that prospective relief will remove the harm,” Warth, 422 U.S. at 505,
and the plaintiff must show “that he personally would benefit in a tangible way from the court’s
intervention,” id. at 508 (footnote omitted). In the prototypical redressability case, Linda R.S. v.
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Richard D., 410 U.S. 614, 615 (1973), a single mother sought to compel the State to enforce a
criminal statute against the father of her illegitimate child and imprison him for his failure to pay
child support. The Supreme Court acknowledged that the mother had *“no doubt suffered an injury
stemming from the failure of her child’s father to contribute support payments.” 1d. at 618. The
Court reasoned, however, that even if she “were granted the requested relief, it would result only
in the jailing of the child’s father,” and not remedy the harm caused by his failure to pay child
support. Id. The Court thus held that “the “direct’ relationship between the alleged injury and the
claim sought to be adjudicated, which . . . is a prerequisite of standing,” was absent in that case. Id.

In the present case, the plaintiffs requested a declaratory judgment and an injunction. They
theorize that their injury (i.e., deficient professional performance or the additional cost of in-person
communication) will be redressed by a declaration that the NSA’s practice of warrantless
wiretapping is unlawful, because it naturally follows that the unlawful conduct will be prohibited.
The declaratory judgment thus forms the basis for an injunction prohibiting interception of
communications without FISA compliance. The district court agreed, declaring the NSA’s conduct
illegal and imposing an injunction, on the belief that its injunction would redress the plaintiffs’
injury by assuring them “that they could freely engage in conversations and correspond via email
without concern, at least without notice, that such communications were being monitored.” ACLU
v. NSA, 438 F. Supp. 2d at 770-71. This theory of redressability rests on the premise that the NSA’s
compliance with FISA’s warrant requirements will entice the plaintiffs and their contacts to “freely
engage in conversations and correspond via email without concern.” The likelihood of this outcome,
however, “can, at best, be termed only speculative,” see Linda R.S., 410 U.S. at 618; it is just as
likely (if not more likely) that, even with the imposition of a warrant requirement, the plaintiffs’
current situation will not change — their fears will not be abated.

The TSP is designed and operated for the prevention of terrorism, and the NSA is interested
only in telephone and email communications in which one party to the communication is located
outside the United States and the NSA has a “reasonable basis to conclude that one party to the
communication is a member of al Qaeda, affiliated with al Qaeda, or a member of an organization
affiliated with al Qaeda, or working in support of al Qaeda.” It is reasonable to assume that the
FISA Court would authorize the interception of this type of communication, see 50 U.S.C. § 1805,
and keeping this likelihood in mind, the issuance of FISA warrants would not relieve any of the
plaintiffs’ fears of being overheard; it would relieve them only of the fear that the information might
be disseminated or used againg} them. See 50 U.S.C. 88 1804(a)(5); 1801(b)(1)-(4); 1806(a) & (h)
(minimization requirements).”” Recall, however, that the NSA has not disclosed or disseminated
any of the information obtained via this warrantless wiretapping. This “remedy” would therefore
not alter the plaintiffs’ current situation and, accordingly, would not redress the injuries alleged.

31 FISA does not necessarily prohibit even the interception of attorney-client communications. Because FISA
states that “[n]o otherwise privileged communication obtained in accordance with [FISA] shall lose its privileged
character,” 50 U.S.C. § 1806(a), it therefore follows that FISA, at least in some instances, authorizes the interception
of privileged communications, which presumably includes communications between attorney and client. For example,
FISA might not prohibit the interception of attorney-client communications under circumstances where the NSA adheres
to a policy of complete non-disclosure. Due to the State Secrets Doctrine, the plaintiffs do not (and cannot) know
whether the NSA actually adheres to a policy of complete non-disclosure, but based on the record evidence, it certainly
remains possible. The plaintiffs have never alleged, nor is there evidence in the present record to suggest, that the
information collected by the NSA under the TSP has been disclosed to anyone for any purpose. See ACLU v. NSA, 438
F. Supp. 2d at 771 (“the perceived need for secrecy has apparently required that no person be notified that he is aggrieved
by the activity, and there have been no prosecutions, no requests for extensions or retroactive approvals of warrants”).
In any event, FISA’s general requirement that electronic surveillance may proceed only upon issuance of a FISA Court
warrant is not absolute, as FISA provides for instances in which a prior warrant may be unnecessary, at least for a short
period of time. See, e.g., 50 U.S.C. § 1805(f) (emergency situations).
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Neither will the requested injunctive relief increase the likelihood that the plaintiffs and their
overseas contacts will resume telephone or email communications. As discussed previously,
“warrantless” and “secret” are unrelated things. All wiretaps are secret, and the plaintiffs are not
challenging the secret nature, but only the warrantless nature, of the TSP. Because all wiretaps are
secret, neither the plaintiffs nor their overseas contacts would know — with or without warrants —
whether their communications were being tapped, and the secret possession of a warrant would have
no more effect on the subjective willingness or unwillingness of these parties to “freely engage in
conversations and correspond via email” than would the secret absence of that warrant. Thus, as a
practical matter, the mere issuance of a warrant would not alleviate either the plaintiffs’ or the
contacts’ fears of interception, and consequently, would not redress the alleged injury. Even if the
wiretaps were not secret — that is, if the overseas contacts and the plaintiffs were actually notified
beforehand that the NSA was tapping their communication — this knowledge would not redress the
alleged injury. It is patently unreasonable to think that those who are reluctant to speak when they
suspect the NSA of listening would be willing to speak once they know the NSA is listening.

The district court’s injunction is also insufficient to relieve the plaintiffs’ fear of reprisal
against their contacts. A warrant requirement will not protect the overseas contacts from
prosecution in all circumstances, see In re Sealed Case, 310 F.3d. 717, 731 (F.1.S.C.R. 2002), which
leaves some doubt whether this will allay their fears enough to entice them to resume unreserved
communications with the plaintiffs. Ironically, the absence of a warrant would be more likely to
prohibit the government from using the intercepted information in a subsequent prosecution, due to
the probability that the Exclusionary Rule would bar the admission of information obtained without
a warrant. See Mapp v. Ohio, 367 U.S. 643, 655 (1961). The warrant requirement does many
things; it does not, however, remedy the injuries alleged by the plaintiffs in this case.

Similarly, to the extent the plaintiffs or their contacts fear some misconduct by the NSA (in
the discovery, disclosure, or dissemination of the information), the mere requirement of a warrant,
FISA or otherwise, will not guarantee the prevention of that misconduct, and therefore fails to satisfy
the redressability element. In Leeke v. Timmerman, 454 U.S. 83, 84-85 (1981), federal prison
inmates, who had filed criminal charges against prison guards for a beating that occurred during a
prison uprising, filed suit in federal court to facilitate the issuance of arrest warrants for the guards.
On review, the Supreme Court found that the issuance of an arrest warrant “is simply a prelude to
actual prosecution,” because “the decision to prosecute is solely within the discretion of the
prosecutor [and] issuance of the arrest warrant in this case would not necessarily lead to a
subsequent prosecution.” 1d. at 86-87. The Court held that the inmates lacked standing because
there was “no guarantee that issuance of the arrest warrant[s] would remedy claimed past
misconduct of guards or prevent future misconduct.” 1d. at 86. Any such guarantee (i.e, that the
issuance of a FISA warrant will prevent future FISA misconduct) is similarly lacking in the present
case.

Consequently, the district court’s declaration against warrantless wiretaps is insufficient to
redress the plaintiffs’ alleged injury because the plaintiffs’ self-imposed burden on communications
would survive the issuance of FISA warrants. The only way to redress the injury would be to enjoin
all wiretaps, even those for which warrants are issued and for which full prior notice is given to the
parties being tapped. Only then would the plaintiffs be relieved of their fear that their contacts are
likely under surveillance, the contacts be relieved of their fear of surveillance, and the parties be able
to “freely engage in conversations and correspond via email without concern.” Because such a
broad remedy is unavailable, the plaintiffs’ requested relief, which is much narrower, would not
redress their alleged injury.

For the foregoing reasons, the plaintiffs in the present action have no standing to pursue their
First Amendment claim. Even if they could demonstrate injury, they cannot establish causation, and
their alleged injury is not redressable by the remedy they seek.
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2. Fourth Amendment

The plaintiffs allege that the NSA has, by conducting the warrantless wiretaps, violated the
“plaintiffs’ privacy rights guaranteed by the Fourth Amendment.” The district court — asserting
a heretofore unprecedented, absolute rule that the Fourth Amendment “requires prior warrants for
any reasonable search,” ACLU v. NSA, 438 F. Supp. 2d at 775 — agreed and granted the plaintiffs’
motion for summary judgment on this theory, id. at 782.

However, the Supreme Court has made clear that Fourth Amendment rights are “personal
rights” which, unlike First Amendment rights, may not be asserted vicariously. See Rakasv. lllinois,
439 U.S. 128, 133-34 (1978). The Court explained in Rakas:

Under petitioners’ target theory, a court could determine that a defendant had
standing [] without having to inquire into the substantive question of whether the
challenged search or seizure violated the Fourth Amendment rights of that particular
defendant. However, having rejected petitioners’ target theory and reaffirmed the
principle that the rights assured by the Fourth Amendment are personal rights, which
may be enforced [] only at the instance of one whose own protection was infringed
by the search and seizure, the question necessarily arises whether it serves any useful
analytical purpose to consider this principle a matter of standing, distinct from the
merits of a defendant’s Fourth Amendment claim. . . . Rigorous application of the
principle that the rights secured by this Amendment are personal, in place of a notion
of ‘standing,” will produce no additional situations in which evidence must be
excluded. The inquiry under either approach is the same. But we think the better
analysis forth-rightly focuses on the extent of a particular defendant’s rights under
the Fourth Amendment, rather than on any theoretically separate, but invariably
intertwined concept of standing.

Id. at 138-39 (quotation marks, citations, footnotes, and edits omitted; emphasis added); see also
Ellsbergv. Mitchell, 709 F.2d 51, 65 (D.C. Cir. 1983) (“An essential element of each plaintiff’s case
is proof that he himself has been injured. Membership in a group of people, ‘one or more’ members
of which were exposed to surveillance, is insufficient to satisfy that requirement.”).

The plaintiffs do not, and cannot,*? assert that any of their own communications have ever
been intercepted. Instead, they allege only a belief that their communications are being intercepted,
based on their own assessment of their overseas contacts as people who are likely to fall within the
NSA’s broad, public description of its targets. As acknowledged by plaintiffs’ counsel at oral
argument, it would be unprecedented for this court to find standing for plaintiffs to litigate a Fourth
Amendment cause of action without any evidence that the plaintiffs themselves have been subjected
to an illegal search or seizure. See Rakas, 439 U.S. at 133-34.

3. Separation of Powers

The plaintiffs allege that the NSA has, by conducting the warrantless wiretaps, “violat[ed]
the principle of the separation of powers because [the NSA’s conduct] was authorized by President
Bush in excess of his Executive authority under Article Il of the United States Constitution and is
contrary to limits imposed by Congress.” This two-part accusation — that President Bush
(1) exceeded his presidential authority under the Constitution, and (2) violated a statutory limit
imposed upon that authority by Congress — presupposes that the Constitution gives Congress the
authority to impose limits on the President’s powers under the present circumstances. The district

32 The plaintiffs’ prospective inability to assert that any of their personal communications have been intercepted
is due to the State Secrets Doctrine. See Reynolds, 345 U.S. at 10.
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court agreed with the plaintiffs’ allegation in toto, and declared the NSA’s conduct a violation of
the Separation of Powers Doctrine. See ACLU v. NSA, 438 F. Supp. 2d at 779-79.

A plaintiff asserting a claim under the Separation of Powers Doctrine must, like all other
plaintiffs seeking to bring a claim in federal court, demonstrate injury in fact, causation, and
redressability. INS v. Chadha, 462 U.S. 919, 936 (1983) (requiring an “injury in fact and a
substantial likelihood that the judicial relief requested will prevent or redress the claimed injury™);
see also Buckley v. Valeo, 424 U.S. 1, 117 (1976) (stating that “litigants with sufficient concrete
interests at stake may have standing to raise constitutional questions of separation of powers”).
Here, the plaintiffs contend that the executive branch (i.e., the NSA at the direction of the President)
has, by instituting the TSP’s practice of warrantless wiretapping, acted in excess of its constitutional
or statutory limitations, thereby encroaching upon the powers expressly reserved to another branch
(i.e., Congress). The NSA’s violation of the Separation of Powers Doctrine, the plaintiffs say, has
caused them to fear that the NSA might intercept their communications with their overseas contacts,
preventing them from performing their jobs or pursuing other lawful objectives without incurring
additional burden and expense.

To prove causation, the plaintiffs must connect the alleged separation-of-powers violation
(“the putatively illegal action”) to the burden on the performance of their professional obligations
(the alleged injury). See Simon, 426 U.S. at 41. Six steps separate the putatively illegal conduct
from the alleged injury: (1) the President allegedly exceeded his allotted authority by authorizing
the NSA to conduct warrantless wiretapping as part of its enhanced national security (i.e., counter-
terrorism) operations and the worldwide War on Terror, causing (2) the NSA to institute its practice
of warrantless wiretapping under the TSP, causing (3) the plaintiffs’ “well founded belief” that the
NSA is intercepting their telephone and email communications, causing (4) either the plaintiffs
themselves or the overseas contacts to refrain from these communications, causing (5) the plaintiffs
either to underperform in their professional capacities or to travel to meet personally with these
contacts, causing (6) the additional burden on performance of the plaintiffs’ professional duties.

This record simply does not permit the kind of particularized analysis that is required to
determine causation. Ignoring for a moment the first two steps in the analysis, it is clear that the
third and fourth are problematic. The plaintiffs have presented no evidence to support their alleged
“well founded belief” that their conversations are being intercepted. The evidence establishes only
a possibility — not a probability or certainty — that these communications might be intercepted,
disclosed, or disseminated. Furthermore, the reasonableness of this possibility is indeterminable,
due to the limited record before us and the State Secrets Doctrine. Unlike each of the cases in which
the Supreme CourtSQas found standing for a Separation of Powers claim, the plaintiffs in this case
do not, and cannot,™ assert that they themselves have actually been subjected to the conduct alleged
to violate the Separation of Powers. See, e.g., Chadha, 462 U.S. at 923, 930, 935-36 (reviewing
whether one “House of Congress” could order the plaintiff deported); Buckley, 424 U.S. at 117
(reviewing whether the Federal Election Commission could make rulings regarding the plaintiff);
Palmore v. United States, 411 U.S. 389, 390 (1973) (reviewing whether the plaintiff could be tried
before non-Article 111 courts); Glidden Co. v. Zdanok, 370 U.S. 530, 532-33 (1962) (reviewing
whether the plaintiffs’ cases could be adjudicated by judges designated from non-Acrticle I11 courts).
The Supreme Court has been clear that the injury must be “distinct and palpable, and not abstract
or conjectural,” so as to avoid “generalized grievances more appropriately addressed in the
representative branches” and the electoral process. Allen, 468 U.S. at 751 (citations omitted).

33 The plaintiffs’ prospective inability to assert that any of their personal communications have been intercepted
is due to the State Secrets Doctrine. See Reynolds, 345 U.S. at 10.
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It is also unclear from the record whether the plaintiffs’ or their contacts’ refusal to
communicate can fairly be traced to the President’s authorization of an ambiguous warrantless
wiretapping program, or if that same refusal would exist regardless of the authorization of the TSP.
And any wiretap would be merely one component of counter-terrorist or military intelligence
surveillance. Those such as the present plaintiffs, who choose to communicate with individuals
located overseas who are by the plaintiffs’ own reckoning individuals reasonably suspected to be
al Qaeda terrorists, affiliates, or supporters, should expect that those communications will be subject
to heightened monitoring and surveillance for national security or military purposes. Therefore, the
plaintiffs have no evidence to support a conclusion that the President’s authorization of the TSP
would have any more effect on the parties’ respective apprehensions than would the broader
circumstances of the War on Terror and heightened national security.

Because the plaintiffs cannot demonstrate that the alleged violation of the Separation of
Powers has caused their injury, they lack standing to litigate their separation-of-powers claim. It
is therefore not necessary to address redressability, the third element of standing.

Finally, | note that the district court stated that, unless it found standing for these plaintiffs,
the President’s action would be insulated from judicial review. This idea, however, is neither novel
nor persuasive. “The assumption that if respondents have no standing to sue, no one would have
standing, is not a reason to find standing.” Schlesinger v. Reservists Comm. to Stop the War, 418
U.S. 208, 227 (1974). Nevertheless, the district court editorialized that, if it “were to deny standing
based on the unsubstantiated minor distinctions drawn by Defendants, the President’s actions in
warrantless wiretapping, in contravention of FISA, Title 111, and the First and Fourth Amendments,
would be immunized from judicial scrutiny. It was never the intent of the Framers to give the
President such unfettered control . ...” ACLU v. NSA, 438 F. Supp. 2d at 771.

The Supreme Court has confronted this suggestion and expressly rejected it, explaining its
reasoning at some length:

It can be argued that if respondent is not permitted to litigate this issue, no one can
do so. In a very real sense, the absence of any particular individual or class to
litigate these claims gives support to the argument that the subject matter is
committed to the surveillance of Congress, and ultimately to the political process.
Any other conclusion would mean that the Founding Fathers intended to set up
something in the nature of an Athenian democracy or a New England town meeting
to oversee the conduct of the National Government by means of lawsuits in federal
courts.  The Constitution created a representative Government with the
representatives directly responsible to their constituents at stated periods of two,
four, and six years; that the Constitution does not afford a judicial remedy does not,
of course, completely disable the citizen who is not satisfied with the ‘ground rules’
established by the Congress for reporting expenditures of the Executive Branch.
Lack of standing within the narrow confines of Art. Il jurisdiction does not impair
the right to assert his views in the political forum or at the polls. Slow, cumbersome,
and unresponsive though the traditional electoral process may be thought at times,
our system provides for changing members of the political branches when
dissatisfied citizens convince a sufficient number of their fellow electors that elected
representatives are delinquent in performing duties committed to them.

United States v. Richardson, 418 U.S. 166, 179 (1974). The Court noted in Laird: “there is nothing
in our Nation’s history or in this Court’s decided cases, including our holding today, that can
properly be seen as giving any indication that actual or threatened injury by reason of unlawful
activities of the [executive branch] would go unnoticed or unremedied.” Laird, 408 U.S. at 16.
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The plaintiffs allege that the President, as an actor in our tripartite system of government,
exceeds his constitutional authority by authorizing the NSA to engage in warrantless wiretaps of
overseas communications under the TSP. But this court, not unlike the President, has constitutional
limits of its own and, despite the important national interests at stake, cannot exceed its allotted
authority. See Steel Co., 523 U.S. at 125 n.20 (“[O]ur standing doctrine is rooted in separation-of-
powers concerns.”); Flast, 392 U.S. at 97 (stating that Article 111 standing limitations “confine
federal courts to a role consistent with a system of separated powers”). It would ill behoove us to
exceed our authority in order to condemn the President or Congress for exceeding theirs.

B. Statutory Claims

In addition to their three constitutional claims, the plaintiffs present statutory claims under
the APA, Title 111, and FISA (or a combination thereof). The first step is to consider whether any
of these statutes “authorize[] review at the behest of the plaintiff[s]” — i.e., whether these statutes
(1) govern the NSA’s challenged conduct and (2) provide the plaintiffs a means of judicial review.
See Sierra Club, 405 U.S. at 732. The availability of a statutory claim, however, does not relieve
the plaintiffs of the need to establish constitutional standing to litigate that claim. See Raines, 521
U.S. at 820 n.3 (“It is settled that Congress cannot erase Article 111’s standing requiremenztls by
statutorily granting the right to sue to a plaintiff who would not otherwise have standing.”).3

This standing analysis includes consideration of both constitutional and prudential principles.
Elk Grove Unified Sch. Dist. v. Newdow, 542 U.S. 1, 11-12 (2004). The irreducible constitutional
minimum of standing contains three requirements: (1) injury in fact, (2) causation, and (3)
redressability. Steel Co., 523 U.S. at 102-03. The prudential standing doctrine embodies “judicially
self-imposed limits on the exercise of federal jurisdiction.” Bennett v. Spear, 520 U.S. 154, 161
(1997). Because these prudential principles are “limits” on standing, they do not themselves create
jurisdiction; they exist only to remove jurisdiction where the Article I11 standing requirements are
otherwise satisfied. A prudential standing principle of particular relevance to statutory causes of
action is the “zone-of-interest” test, which “limits . . . the exercise of federal jurisdiction” where a
plaintif?f’s claim falls outside “the zone of interest protected by the law invoked.” Allen, 468 U.S.
at 751.%> The APA, Title 111, and FISA are each addressed separately, followed by consideration
of a cause of action which, the plaintiffs theorize, arises from the interaction of Title 11l and FISA.

34 Raines stands for the proposition that Congress cannot enact a statute that directly grants standing to a
plaintiff who otherwise does not satisfy the Article Il requirements. But Raines does not indicate that Congress cannot
provide standing indirectly by enacting a statute that creates a new legal interest, “the invasion of which will confer
standing.” See Simon, 426 U.S. at 41 n.22. Analysis of the plaintiffs’ statutory claims thus requires a detailed
consideration of the statute at issue, to discern whether Congress “create[d] a statutory right or entitlement the alleged
deprivation of which can confer standing to sue.” See Warth, 422 U.S. at 514. Thus, in my opinion, the mere fact that
these plaintiffs cannot show they were subject to surveillance under the TSP — while sufficient to demonstrate lack of
standing for their constitutional claims — does not foreclose them from bringing their statutory claims. Assessment of
whether the plaintiffs have standing to litigate their statutory claims requires more — an analysis of the rights and
interests protected therein.

% The Supreme Court first announced the zone-of-interest test in a case involving the APA, stating that “[t]he
question of standing . . . concerns . . . whether the interest sought to be protected by the complainant is arguably within
the zone of interest to be protected or regulated by the statute or constitutional guarantee in question.” Ass’n of Data
Processing Serv. Orgs., Inc. v. Camp, 397 U.S. 150, 153 (1970). Although this original formulation implied that the
zone-of-interest test may be a means of establishing standing, the Supreme Court has since made it clear that the zone-of-
interest test is a prudential limitation, not an affirmative means of establishing standing. See Allen, 468 U.S. at 751;
Valley Forge, 454 U.S. at 474-75. The Court also has distinguished various instances in which the zone-of-interest test
applies. Suits brought under the APA are the most prevalent cases employing that test, see Camp, 397 U.S. at 153, and
in those cases the zone of interest is broader because of the “generous review provisions” enumerated in the APA,
Bennett, 520 U.S. at 163. The test also has been listed among the generally applicable prudential limitations of standing,
see Allen, 468 U.S. at 751, where the zone of interest, depending upon the statute at issue, is often narrower than under
the APA, see Bennett, 520 U.S. at 163.
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1. Administrative Procedures Act

The Administrative Procedures Act (“APA”), 5 U.S.C. 88 101-913, governs the conduct of
federal administrative agencies, which presumably includes the NSA, see 5 U.S.C. § 701(b)(1). The
APA provides that “[a] person suffering legal wrong because of any agency action, or adversely
affected or aggrieved by such action within the meaning of any relevant statute, shall be entitled to
judicial review thereof.” 5U.S.C. § 702 (emphasis added). The APA authorizes judicial review for
“[a]gency action made reviewable by statute and final agency 3%ction for which there is no other
adequate remedy ina court.” 5 U.S.C. § 704 (emphasis added).”™ Thus, to bring a cause of action
under the APA, the plaintiffs, first and foremost, must complain of “agency action.”

“Agency action” is defined in the APA as “the whole or part of an agency rule, order,
license, sanction, relief, or the equivalent or denial thereof, or failure to act.” 5 U.S.C. § 551(13).
This definition is divided into three parts “begin[ning] with a list of five categories of decisions
made or outcomes implemented by an agency — agency rule, order, license, sanction[, or] relief.”
Norton v. S. Utah Wilderness Alliance, 542 U.S. 55, 62 (2004) (quotation marks omitted).

All of those categories involve circumscribed, discrete agency actions, as their
definitions make clear: [1] ‘an agency statement of . . . future effect designed to
implement, interpret, or prescribe law or policy’ (rule); [2] ‘a final disposition .. . in
a matter other than rule making’ (order); [3] a ‘permit . . . or other form of
permission’ (license); [4] a ‘prohibition . . . or taking [of] other compulsory or
restrictive action’ (sanction); or [5] a ‘grant of money, assistance, license, authority,’
etc., or ‘recognition of a claim, right, immunity,” etc., or “taking of other action on
the application or petition of, and beneficial to, a person’ (relief).

Id. (quoting 5 U.S.C. 88 551(4), (6), (8), (10), (11)) (emphasis added). The second part of the
*agency action” definition — “the equivalent or denial thereof” — must be a discrete action or the
denial of a discrete action, otherwise it would not be equivalent to the five listed categories. Id. And
the final part of the definition — a “failure to act” — is “properly understood as a failure to take an
agency action.” 1d. Under Supreme Court precedent, classic examples of “agency action” include
the issuance of an agency opinion, see Bennett, 520 U.S. at 157, or a declaratory ruling, see Nat’l
Cable & Telecomms. Ass’n v. Brand X Internet Servs., 545 U.S. 967, 977-78 (2005).

Here, however, the plaintiffs are not complaining of “agency action” as defined in the APA,
and the record contains no evidence that would support such a finding. The plaintiffs challenge the
NSA’s warrantless interception of overseas communications, the NSA'’s failure to comply with
FISA’swarrant requirements, and the NSA’s presumed failure to comply with FISA’s minimization
procedures. This is conduct, not “agency action.” Furthermore, there is no authority to support the
invocation of the APA to challenge generalized conduct.

Looking at the “five categories” of enumerated “agency action,” the NSA’s surveillance
activities, as described by the three facts of record, do not constitute, nor are they conducted
pursuant to, any agency rule, order, license, sanction, or relief. Although the plaintiffs labeled the
NSA'’s surveillance activities as “the Program,” and the district court labeled it the “TSP,” the
NSA’s wiretapping is actually just general conduct given a label for purposes of abbreviated
reference. The plaintiffs do not complain of any NSA rule or order, but merely the generalized
practice, which — so far as has been admitted or disclosed — was not formally enacted pursuant

36 . . L . . . . .

Admittedly, this provision is seldom considered from the present viewpoint, and is generally considered as

merely the means by which Congress waived sovereign immunity in actions seeking relief other than money damages.
See Preshyterian Church, 870 F.2d at 524.
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to the strictures of the APA, but merely authorized by the President (albeit repeatedly, and possibly
informally). Nor do the plaintiffs challenge any license, sanction, or relief issued by the NSA.

The plaintiffs do not complain of anything equivalent to agency action, which also requires
some discrete action by the NSA. See Norton, 542 U.S. at 62. The plaintiffs are not challenging any
sort of “circumscribed, discrete” action on the part of the NSA, but are seeking to invalidate or alter
the NSA’s generalized practice of wiretapping certain overseas communications without warrants.
See id. at 64 (“[t]he limitation to discrete agency action precludes [a] broad programmatic attack™).
Similarly, the plaintiffs have not alleged that the NSA failed to perform a discrete agency action.
When challenging an agency’s failure to perform, the APA “empowers a court only to compel an
agency to perform a ministerial or non-discretionary act.” Id. The plaintiffs contest the NSA’s
failure to adhere to FISA’s warrant requirement and minimization procedures. Even assuming,
arguendo, that the warrant requirement and minimization procedures are discrete agency actions,
those procedures are replete with discretionary considerations, see 50 U.S.C. § 1801(h), thus
disqualifying them from this definition of agency action under the APA.

No matter how the plaintiffs’ claims are characterized, they do not challenge agency action
as it is defined ig?the APA. Accordingly, the plaintiffs have not asserted a viable cause of action
under the APA.

2. Title 111

Title 111 of the Omnibus Crime Control and Safe Streets Act of 1968 (“Title I11""), 18 U.S.C.
88 2510-22, generally regulates the government’s interception of wire, oral, and electronic
communications. See United States v. Ojeda Rios, 495 U.S. 257, 259 (1990); 18 U.S.C. § 2516. The
first relevant question is whether Title 11 applies to the type of surveillance conducted by the NSA
under the TSP, considering Title I11’s express limitations:

Nothing contained in this [statute (i.e., Title l1)] . .. shall be deemed to affect [1] the
acquisition by the United States Government of foreign intelligence information
from international or foreign communications, or [2] foreign intelligence activities
conducted in accordance with otherwise applicable Federal law involving a foreign
electronic communications system, utilizing a means other than electronic
surveillance as defined in section 101 of the Foreign Intelligence Surveillance Act
of 1978, and [3] procedures in this [statute (i.e.,Title I11)] . . . and the Foreign
Intelligence Surveillance Act of 1978 shall be the exclusive means by which
electronic surveillance, as defined in section 101 of such Act, and the interception
of domestic wire, oral, and electronic communications may be conducted.

18 U.S.C. 8 2511(2)(f). When this statutory language is parsed into its three individual clauses, its
limitations become clear. The first clause disclaims Title 111 applicability generally —
acknowledging that Title 111 does not apply to “the acquisition by the United States Government of
foreign intelligence information from international or foreign communications.” The second clause

37 It is noteworthy that the plaintiffs” APA claim fails for an additional reason. To the extent the plaintiffs rely
on the APA provision allowing judicial review for “final agency action for which there is no other adequate remedy in
acourt,” see 5 U.S.C. § 704 (emphasis added), they must demonstrate that the alleged agency action is “final.” “As a
general matter, two conditions must be satisfied for agency action to be “final.”” Bennett, 520 U.S. at 177. “First, the
action must mark the ‘consummation’ of the agency’s decisionmaking process.” Id. at 177-78. “And second, the action
must be one by which rights or obligations have been determined, or from which legal consequences will flow.” Id. at
178 (quotation marks omitted). Because the NSA’s surveillance activities do not constitute “agency action,” the analysis
of whether they are final agency action is strained and awkward. It nevertheless is clear that the NSA’s wiretapping does
not consummate any sort of agency decisionmaking process nor does it purport to determine the rights or obligations
of others. For this additional reason, the plaintiffs cannot assert a claim for judicial review under the APA.
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disclaims Title 111 applicability specifically — recognizing that Title 111 does not govern “foreign
intelligence activities conducted in accordance with otherwise applicable Federal law involving a
foreign electronic communications system, utilizing a means other than electronic surveillance as
defined in [FISA].” The final clause, which is known as the “exclusivity provision,” recognizes the
respective roles of Title Il and FISA, by stating that the “procedures in [Title I11] and [FISA] shall
be the exclusive means by which electronic surveillance, as defined in section 101 of [FIS,%]8 and
the interception of domestic wire, oral, and electronic communications may be conducted.”

The first clause of § 2511(2)(f) — stating that Title 111 does not govern the acquisition of
“foreign intelligence information from international or foreign communications” — expressly
disclaims application of Title 111 to surveillance activities of the type at issue in the present case.
The NSA monitors international communications for the purpose of acquiring foreign intelligence
about terrorist organizations; this type of surveillance falls squarely under the disclaimer found in
the first clause of § 2511(2)(f3}9 By its own terms, then, Title 111 does not apply to the conduct of
which the plaintiffs complain.™ Cf. United Statesv. U.S. Dist. Ct. (Keith), 407 U.S. 297, 306 (1972)
(finding “the conclusion inescapable,” as to the pre-FISA version of Title 11, “that Congress only
intended to make clear that [Title 111] simply did not legislate with respect to national security
surveillances™).

Because the first clause of § 2511(2)(f) expressly disclaims Title I11’s application to this
case, it is unnecessary to construe the second and third clauses. But, it is worth acknowledging that
these two clauses raise complex legal issues which cannot be resolved on the present record. The
second clause explains that Title 111 does not apply if four factors are all satisfied: (1) the defendant
is engaged in “foreign intelligence activities”; (2) the defendant is acting “in accordance with
otherwise applicable Federal law; (3) the defendant’s surveillance involves a “foreign electronic
communications system”; and (4) the defendant utilizes “a means other than electronic surveillance”
as defined in FISA. These factors raise a host of intricate issues, such as whether the NSA’s
wiretapping actually involves “electronic surveillance” as defined in FISA, and whether the NSA
is acting in accordance with federal law, such as the Authorization for Use of Military Force
(“AUMF”), Pub. L. 107-40, § 2, 115 Stat. 224 (2001). Some of these issues involve sophisticated
legal questions or complex factual questions. But, resolving these issues is unnecessary because the
first clause of § 2511(2)(f) conclusively disclaims Title I11’s application.

Itis likewise unnecessary, at this point, to delve into the numerous issues raised by the third
clause, i.e., the exclusivity provision. The exclusivity provision differs from the first two clauses
of § 2511(2)(f), in that it does not merely disclaim Title 111’s application. Instead, it states that Title
111 and FISA shall be the “exclusive means” by which particular types of surveillance may occur,
thus prescribing the separate roles of Title I11 and FISA, rather than the application of Title Il alone.
The plaintiffs assert a statutory cause of action for the NSA’s alleged violation of the exclusivity

38 This third clause is discussed in further detail in Section IV.B.4, infra, titled “The Exclusivity Provision.”

3 Even assuming, arguendo, that Title 111 applies to the NSA’s internationally focused surveillance activities,
the plaintiffs cannot maintain the action for relief brought in this case. Title 111 prescribes equitable relief in only a few
instances, none of which applies here. Two provisions in Title Il authorize injunctive relief for claims brought by the
government. See, e.g., 18 U.S.C. § 2521 (“the Attorney General may initiate a civil action . . . to enjoin” a violation of
Title 111); §2511(5)(a)(ii)(A) (“the Federal Government shall be entitled to appropriate injunctive relief” when a “person”
violates 18 U.S.C. § 2511(5)). Because the plaintiffs are not representatives of or otherwise affiliated with the federal
government, neither of these provisions permits injunctive relief in this case. Another Title I11 provision authorizes “any
person whose wire, oral, or electronic communication is intercepted, disclosed, or intentionally used in violation of [Title
I11]” to recover declaratory or equitable relief from a “person or entity, other than the United States, which engaged in
that violation.” 18 U.S.C. § 2520(a) (emphasis added). This provision does not help the plaintiffs because under these
provisions neither declaratory nor injunctive relief is available against the United States government and the plaintiffs
cannot prove interception.
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provision, which | address separately in Section IV.B.4, infra. Itis, therefore, unnecessary to dissect
the exclusivity provision at this point in the analysis.

Because the first clause of § 2511(2)(f) states that Title Il does not apply to the
internationally focused surveillance activities challenged in this case, the plaintiffs have not asserted
a viable cause of action under Title I11.

3. FISA
The Foreign Intelligence Surveillance Act of 1978 (“FISA”), 50 U.S.C. 8§ 1801 et seq., —
as the separate and distinct counterpart to Title 11l — governs the interception of electronic

communications involving foreign intelligence information. See 50 U.S.C. § 1802(a)(1). FISA is
fraught with detailed statutory definitions and is expressly limited, by its own terms, to situations
in which the President has authorized “electronic surveillance,” as defined in 50 U.S.C. § 1801(f),
for the purposes of acquiring “foreign intelligence information,” as defined in 50 U.S.C. § 1801(e).

First, the surveillance in question must acquire “foreign intelligence information,” which
includes “information that relates to . . . the ability of the United States to protect against . . .
international terrorism.” 50 U.S.C. § 1801(e)(1)(B). In the present case, the NSA intercepts
communications in which it has a “reasonable basis to conclude that one party to the communication
is a member of al Qaeda, affiliated with al Qaeda, or a member of an organization affiliated with al
Qaeda, or working in support of al Qaeda.” See Press Briefing by Att’y Gen. Alberto Gonzales and
Gen. Michael Hayden, Principal Deputy Dir. for Nat’l Intelligence (Dec. 19, 2005), available at
http://www.whitehouse.gov/news/releases/2005/12/print/20051219-1. html (last visited July 2, 2007)
(emphasis added). The proclaimed purpose is to prevent future terrorist attacks, see id. (“Thisis a
very concentrated, very limited program focused at gaining information about our enemy.”), and
thus the NSA’s conduct satisfies this statutory requirement.

Next, the interception must occur by “electronic surveillance.” According to the plaintiffs,
the government’s admission that it intercepts telephone and email communications —which involve
electronic media and are generally considered, in common parlance, forms of electronic
communications — is tantamount to admitting that the NSA engaged in “electronic surveillance”
for purposes of FISA. This argument fails upon recognition that “electronic surveillance” has a very
particular, detailed meaning under FISA — a legal definition that requires careful consideration of
numerous factors such as the types of communications acquired, the location of the parties to the
acquired communications, the location where the acquisition occurred, the location of any
surveillangg device, and the reasonableness of the parties’ expectation of privacy. See 50 U.S.C.
8 1801(f).” The plaintiffs have not shown, and cannot show, that the NSA’s surveillance activities

40 H “ H H M
FISA defines “electronic surveillance” in exactly four ways:

(1) the acquisition by an electronic, mechanical, or other surveillance device of the contents of any
wire or radio communication sent by or intended to be received by a particular, known United States
person who is in the United States, If the contents are acquired by intentionally targeting that United
States person, under circumstances in which a person has a reasonable expectation of privacy and a
warrant would be required for law enforcement purposes;

(2) the acquisition by an electronic, mechanical, or other surveillance device of the contents of any
wire communication to or from a person in the United States, without the consent of any party thereto,
if such acquisition occurs in the United States, but does not include the acquisition of those
communications of computer trespassers that would be permissible under section 2511(2)(i) of title
18, United States Code;

(3) the intentional acquisition by an electronic, mechanical, or other surveillance device of the contents
of any radio communication, under circumstances in which a person has a reasonable expectation of
privacy and a warrant would be required for law enforcement purposes, and if both the sender and all
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include the sort of conduct that would satisfy FISA’s definition of “electronic surveillance,” and the
present record does not demonstrate that the NSA’s conduct falls within FISA’s definitions.

Finally, even assuming, arguendo, that FISA applies to the NSA’s warrantless wiretapping,
the plaintiffs cannot sustain a claim under FISA. FISA’s civil suit provision permits an “aggrieved
person” to bring a cause of action for a violation of that statute:

An aggrieved person, other than a foreign power or an agent of a foreign power, as
defined in [50 U.S.C. 8 1801(a) or (b)(1)(A)], respectively, who has been subjected
to an electronic surveillance or about whom information obtained by electronic
surveillance of such person has been disclosed or used in violation of [50 U.S.C.
8 1809] shall have a cause of action against any person who committed such
violation and shall be entitled to recover --

(a) actual damages, but not less than liquidated damages of $ 1,000 or $ 100 per day
for each day of violation, whichever is greater;

(b) punitive damages; and

(c) reasonable attorney’s fees and other investigation and litigation costs reasonably
incurred.

50 U.S.C. 8§ 1810 (emphasis added). There are at least three reasons why the plaintiffs cannot
maintain their claims under FISA’s statutory authorization. First, the plaintiffs have not alleged, and
the record does not contain sufficient facts from which to conclude, that they are “aggrieved
persons.” FISA defines an “aggrieved person” as “a person who is the target of an electronic
surveillance or any other person whose communications or activities were subject to electronic
surveillance.” 50 U.S.C. § 1801(k). “[T]he term [aggrieved person] is intended to be coextensive
[with], but no broader than, those persons who have standing to raise claims under the Fourth
Amendment with respect to electronic surveillance.” H.R. Rep. No. 95-1283, at 66 (1978) (citing
Alderman v. United States, 394 U.S. 165 (1969)) (Report by the Permanent Select Committee on
Intelligence, in support of the proposed FISA bill and amendments). The plaintiffs have not shown
that they were actually the target of, or subject to, the NSA’s surveillance; thus — for the same
reason they could not maintain their Fourth Amendment claim — they cannot establish that they are
“aggrieved persons” under FISA’s statutory scheme. Second, as previously discussed, the plaintiffs
have not demonstrated that the NSA’s wiretapping satisfies the statutory definition of “electronic
surveillance,” which is also required by FISA’s liability provision. Third, FISA does not authorize
the declaratory or injunctive relief sought by the plaintiffs, but allows only for the recovery of
money damages. No matter how these claims are characterized, the plaintiffs have not asserted a
viable FISA cause of action.

intended recipients are located within the United States; or

(4) the installation or use of an electronic, mechanical, or other surveillance device in the United States
for monitoring to acquire information, other than from a wire or radio communication, under
circumstances in which a person has a reasonable expectation of privacy and a warrant would be
required for law enforcement purposes.

50 U.S.C. § 1801(f). The present record, which contains three facts regarding the TSP, offers no indication as to where
the interception may occur or where any surveillance device is located. Nor does it offer any basis to conclude that
particular people located in the United States are being targeted.
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4. The Exclusivity Provision

The plaintiffs attempt to bring an ambiguous statutory cause of action under Title I11 and
FISA jointly, based on their allegation that the TSP violates the “exclusivity provision” of
8 2511(2)(f). The exclusivity provision states that Title 111 and FISA “shall be the exclusive means
by which electronic surveillance, as defined in section 101 of [FISA], and the interception of
domestic wire, oral, and electronic communications may be conducted.” 18 U.S.C. 8§ 2511(2)(f).
This provision contains two separate and independent, albeit parallel, statements: (1) Title I11 “shall
be the exclusive means by which . . . the interception of domestic wire, oral, and electronic
communications may be conducted,” and (2) FISA “shall be the exclusive means by which
electronic surveillance, as defined in section 101 of [FISA] . . . may be conducted.” This provision
does not foreclose the possibility that the government may engage in certain surveillance activities
that are outside of the strictures of both Title 11l and FISA.

The plaintiffs cannot assert a viable cause of action under this provision. Itisundisputed that
the NSA intercepts international, rather than domestic, communications, so, as already explained,
Title 111 does not apply. Moreover, because the plaintiffs have not shown, and cannot show, that the
NSA engages in activities satisfying the statutory definition of “electronic surveillance,” the
plaintiffs cannot demonstrate that FISA does apply. Consequently, this entire provision is
inapplicable to the present circumstances.

The plaintiffs, however, read this provision as stating that Title I11 and FISA are together the
“exclusive means” by which the NSA can intercept any communication, and that these two statutes
collectively govern every interception (i.e., if not FISA then Title 111, and if not Title 11 then FISA
— there are no other options). Specifically, the plaintiffs contend that the NSA cannot lawfully
conduct any wiretapping (under the TSP or otherwise) in a manner that is outside both the Title 111
and the FISA frameworks; the NSA’s conduct must fall within the governance of one statute or the
other. Based on this reading, the plaintiffs believe that they need not demonstrate the specific
applicability of either statute — that is, they need not demonstrgte either that the NSA is engaging
in “electronic surveillance,” in order to place it under FISA, ' or that the NSA is engaging in
domestic surveillance, in order to place it under Title I11.

The plaintiffs’ theory is premised on the assertion that FISA and Title 111, collectively,
require warrants for the legal interception of any and all communications, and appears to be that
because the NSA has publicly admitted to intercepting certain overseas communications without
warrants, one must infer that the NSA has violated one or the other of these two statutes. The
consequence of this inference — the plaintiffs would have us find — is a violation of § 2511(2)(f),
which is not a violation of either Title 11l or FISA individually, but instead a violation of the
collective application of the two. Thus, according to the plaintiffs, the NSA has violated the
“exclusivity provision” of 8 2511(2)(f), and based on this (presumed) violation, the plaintiffs have
standing to bring a cause of action under this statutory provision.

The intended inferential “logic” of the plaintiffs’ theory falls apart upon recognition of their
faulty premise. As previously explained, “electronic surveillance” under FISA does not cover all
types of foreign surveillance, but instead has a very particular and detailed definition. The plaintiffs
point to no provision in FISA, Title Ill, or any other statute that states that the four definitions
“electronic surveillance” listed in FISA are the only kind of “electronic surveillance” that could ever
be conducted. And the fact that the “exclusivity provision” is expressly limited to electronic
surveillance “as defined in section 101 of [FISA]” leaves room to infer that other electronic

4 This, of course, begs the question of why Congress would define “electronic surveillance” — in four explicit
ways — if, as the plaintiffs contend, a demonstration that the interception is “electronic surveillance” is unnecessary.
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surveillance is possible. Therefore, the plaintiffs cannot prove that FISA applies. More importantly,
this inability to prove that the interceptions are “electronic surveillance” does not, as the plaintiffs
theorize, lead to an inescapable conclusion that Title 111 applies. It simply means that FISA does
not apply. On the other hand, it is irrefutable under the first clause of § 2511(2)(f) that Title 111 does
not apply to this case because the NSA’s wiretapping activities are focused on international, rather
than domestic, communications. To read this entire statute in the way that the plaintiffs suggest is
to create an internal contradiction, which courts are loath to do. Rather, the unavailability of the
evidence necessary to prove (or disprove) that the NSA is engaging in “electronic surveillance”
compels a conclusion that the plaintiffs cannot demonstrate that either statute applies.

But even assuming, arguendo, that the plaintiffs have posited a proper reading of the
exclusivity provision, and that the NSA’s warrantless wiretapping violates that provision, “the fact
that a federal statute has been violated and some person harmed does not automatically give rise to
a private cause of action in favor of that person.” Cannon v. Univ. of Chicago, 441 U.S. 677, 688
(1979). The question of whether a statute implicitly creates a cause of action “is basically a matter
of statutory construction.” Transam. Mortgage Advisors, Inc. v. Lewis, 444 U.S. 11, 15 (1979).
“The ultimate question is one of congressional intent, not one of whether this [c]ourt thinks that it
can improve upon the statutory scheme that Congress enacted into law.